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This project developed
four elementsto connect
mobile citizens with
their pensions



Introduction

Project Background

In 2018 the European Commission (EC) called
forthe? E1 Y1 O (kw@b-badedcross-border
pensiontracking servicesthat help mobile workers
follow their pensionrights accruedin different
Member States and pension schemesn the courseof
their E E U | (ECWall for proposals). A consortium
of European pension stakeholders took up the

the development of the pilot stage of a European
Tracking Service (ETS) on Pensions for the

following three years.

The ETSproject builds up on the results of the earlier Track and Trace Your Pension
in Europe (TTYPE)initiative. The TTYPE project ran from 2013to 2016and served
asafeasibility study on the possible design, businessplan and policy recommenda-
tions for a European pension tracking service.

For the past three years, the project was building the pilot under the already exist - ing
brand www.FindyourPension.eu (FYP)t a website which has been supporting mobile
researchers in dealing with their various pension claims since 2011. As of February
2022, the ETS project consortium is in the process of finalizing the pilot stage of the
ETS project.

In its first phase, the ETS Pilot was aimed at offering general information on pension
landscapesin awide range of European countries and assisting mobile workers in
finding their pension providers in at least five member states (MS). Following a step-
by-step approach, the ultimate goal to be achieved through the following project

stage is to roll out the service and connect as many national tracking services (NTSs)
and pension providers as possible to the platform.
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https://www.findyourpension.eu/

Policy context

Given the persisting gaps in the access to information on individual pension entitle - ments,
which create obstacles for the transparency and pension coverage for mobile workers, an
ETShas the potential to become an important element for the facilitation of cross-border
mobility in Europe. In addition, the development of a pension track- ing service for
individuals is considered akey steptowards protecting the rights of mobile workers
and for improving future pension adequacy and sustainability.
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development at the European level, including broad initiatives on social protection,

pensions, the completion of the capital markets union and labour mobility, including

those targeting workers in non -standard forms of employment. Within this context, for

its 3 years of operation, the project has faced a rapidly changing policy environ - ment

and an evolving European pension market.

One of the important policy developments linked directly to the core purpose and
objectives of the ETSproject is the implementation of the European Pillar of Social

Rights. As part of this initiative, in November 2019, the European Council adopted its
Recommendation on access to social protection for workers and the self -employed,

where the effective provision and preservation of social security rights, including
pensions, was highlighted asa priority. Specifically, Council Recommendation 15
referring to transparency in the provision of social protection statesthat: ? , 1 OE1 Uw
States are recommended to ensure that the conditions and rules for all social protection
schemearetransparentandthatindividuals haveaccess updatedcomprehensivacces

sible, useffriendly and clearly understandable information about their individual entitle
mentsandobligationsreeofE T E URetitdl 22 of the Recommendation further estab-

lishes that: ? # D1 PUEOPUEUDPOOWEEOOWPOwWXxEUUPEUOEUOWEOOU
b O E b Y bHfothEh® pespeuative of the project consortium, the ETS is well posi-

tioned to contribute to the realization of Council Recommendation at national level,

as it focuses particularly on the development of a digital service for improving access

to information on pension rights for mobile workers.

In addition, as part of the new Action Plan on the implementation of the European Pillar

of Social Rights *,launched by the EC after an extensive public consultation in March 2021,
physicaland virtual mobility of citizens,supportthe portability of socialsecurity rights
andthecrossborderverificationofsocialsecuritycoveragéy administrationsand address
challenge#n theidentificationof peoplgor socialsecuritycoordinationx U U x GaBD)IJ 2 wi
Being highly relevant to this context, the successful realization of the mission and

vision of the project and the implementation of the full roll-out stage of the ETS,will
support the further integration of the European labour market, facilitating an
improved access to social protection.

Action Plan European Pillar of Social Rights, available here


https://ec.europa.eu/info/strategy/priorities-2019-2024/economy-works-people/jobs-growth-and-investment/european-pillar-social-rights/european-pillar-social-rights-action-plan_en

The functional ETSwill be especially beneficial to the operation of all pension pro-
viders (statutory, occupational, and personal pensions) asthe platform will aim to
provide information on individual pension entitlements per pension pillar, which is
currently not possible in the caseof workers who are no longer residents but have
previously accrued pension rights in a European MSs. The improved access to infor-
mation and the identification of pastand current pension systemsof affiliation wiill
help in the acquisition and preservation of pension rights for mobile workers and will
improve the overall operation of the European pension systems. These aspects of its
operation make the project relevant for several legislative initiatives which are fore-
seen or in the process of implementation, including the IORP Il Directive ?, adopted
in 2016 andthe updated rules on the coordination of social security systems

Within this context, the ETS will be especially relevant and will facilitate the com -

pliance with the provisions of the so-calledPortability Directive “3, which lays down

the rules for effective preservation of supplementary pension and ensures adequate

information, especially on the impact of mobility on individual pension rights. In its

report on the application of the Portability Directive “ published in July 2020, the EC

referred specifically to the ETS Project in the context of the observed implementa tion
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(p.12). In that sense, the ETS will be also beneficiafor ensuring the protection of the

pension rights of mobile workers

The ETS will support the process of modernization and digitalization of social pro -
tection systems acrossEurope through the provision of its digital service, provid -
ing structured information on pension benefits on a centralized European platform.
This hasthe potential to substantially improve communication on pensions also at
national level, which is a crucial factor towards future adequacy and sustainability of
UT T w, 2U0zwxl OUpOOwUauUuUl OUG

This particular aspect was further recognized in June 2020 in thefinal report ° of

the High -Level Forum (HLF) on the Capital Markets Union (CMU), which outlined

EwUI UDPT UwOil wEOI EVUwWUI EOOOI OEEUDPOOUWEDOTI EWEUWOON
ward. In the final report, the HLF recommended that: ? U TCommission encourages

O T wEl YI OOx Ol OUwOi wx] OUDOOWUUEEODPOT wUauUl OUwi OUwWE
improving future pension adequacy and sustainability (p.32).

As aresult of the' + %mepbrt animportant development camein July 2021,when
the European Insurance and Occupational Pensions Authority (EIOPA) published
its consultation paper on atechnical advice on national pension tracking services.

Seerecital (19)

Directive 2014/50/EU on minimum requirements for enhancing worker mobility between Member States by
improving the acquisition and preservation of supplementary pension rights

Report from the Commission on the application of Directive 2014/50/EU on minimum requirements for
enhancing worker mobility between Member States by improving the acquisition and preservation of
supplementary pension rights, available here.

Final Report of the High -Level Forum on the Capital Markets Union capital markets, available here.


https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM%3A2020%3A291%3AFIN
https://ec.europa.eu/info/news/cmu-high-level-forum-final-report_en

Following a call for advice from the European Commission, the Authority aimed

at providing impartial advice and good practices on technical matters for Member

States that would like to set up a pension service. The ETS figured prominently in the

Ul El OUOawxUEODPUT I EWEOOUUOUEUDPOOWXxEXxT Uwl 81 80wkBUT 1
engagement, EIOPA promoted the practices brought forward by the ETS. The newly

designed pilot version of the ETSis shown asan excellent example of user experience

customization by allowing the individual to compile a s 3-dd O P (bltza8o by

showcasing different personas and their representative life-situations. EIOPA also

highlights the importance of the ETS initiative overall, as it is perceived as an impor -

tant enabler and precondition for mobile workers to be better informed and to exer -

cisetheir social rights.

As an additional point, in a very recent development as of January 2022 the European

Commission and the . $ " # Ipternational Network on Financial Education pub-

lished the joint EU/OECD -INFE financial competence framework for adults® asa

concrete measure stemming from Action 7 of the 2020 Capital Markets Union Action Plan

Ps $O0xOpPI UPOT w EPUDPAIT OUw Thid fethewonk &iBsOte GriplpeOw OPUT UEE a
b O E b Y bfiadndaOdiilgs and to enablethem to make sound decisions regarding

their personal finances. Hence, it hasasamain goal to support the development of

public policies, financial literacy programmes and educational materials through

the involvement of Member States,educational institutions and the industry.

The EU/OECD-INFE framework highlights retirement as an important area for the
financial education of adults and describes several key aspects for tackling the issue of
raising awareness. The aim is that the individual understands the importance of
ensuring financial security in old age and the need to start saving for retirement as
early as possible. At the same time, the individual should be familiar with the differ -
ent pension pillars and have a good understanding of the different options for build -
ing retirement savings. This will help people to make informed choices based on the
combination of their different pension schemes as well as to make plans through - out
their career paths which will ensure an adequate retirement income in the long - term.
The ETS project is designed with this overarching goal, thus being an impor - tant tool
for the retirement awareness and planning for EU citizens.

Considering this outline of the relevant policy developments and with aview of the
next steps in the development of the ETS, the consortium considers that there is a
high level of complementarity between the objectives of the project and the objec
tives of the existing policy framework atthe EU level in the context of social protec-
tions and specifically, pension provision.

The following sections of this report include a detailed overview of the next key steps

towards the realization of the strategic vision and mission of the ETS project and the
full ETS roll out.

For more information here.


https://ec.europa.eu/commission/presscorner/detail/en/ip_22_283

Our approach

The starting point of the ETSproject was the detailed formulation of a mission and
vision statement, defined and enforced by all consortium partners, as described
below:

What is our vision?
All residents in European countries should have access to information on their pen-

sion entitlements no matter where they were acquired within Europe and regardless
of their country of residence.

The ETS x U O N Ipdfspegtlve is: Without information, no insight, without insight no
informed decisions.

What does that mean for us?

Our mission is to create the means for people to get an overview of the pension
entitlements they have acquired across Europe and to give them tailored as well
as personal information on their European pensions. We also aim to support pen-
sion tracking services and pension providers in providing targeted communicating

towards their participants (or finding them).

3TT w$32wxUONI EUzUwx1 UUxT EUDYI ow3T 1 wbOi OUOEUDOC
available as providers focus on their citizens and not the provision of information
towards mobile workers. In any case,the information needsto be aggregated and

made accessible to both citizens and mobile workers.

How is our mission realized?

A We aim to createawarenessand get engagementfor our mission from the
European pension sector (including governments) by providing information on
the project, support the creation of national tracking services,www make NTSs
and providers connect to the ETS, etc.

A We will create an infrastructure for the collection of personal pension information
(from all relevant European pension providers) sothat the information becomes
accessible.

A We will create a platform that provides tailored information (to the needs of
the user) on pensions acrossthe European countries aswell aspersonalized
information on pension entitlements.
The end-users of the ETS are mobile workers currently working, having earlier lived
and/or worked abroad or those considering going abroad (ETSProposal, page 62).

In order to implement the defined mission and mission of the ETSproject, the con-
sortium structured the project execution across four interrelated work streams,
where the lead partner, the Versorgungsanstalt des Bundesund der Lander (VBL),



provides the project coordination and mainly works on the implementation of the
pilot ETS (content provision and process, platform building). All partners are repre - sented
in the project steering group and cooperatein one or more of the ETSwork streams
described below:

WS1. Implementation of the Pilot European Tracking Service (ETS), design and
functionalities, information input, pension landscapes, technical part.

WS2. Connection concept (Proof of conceptlevel 2, data processing,
authentication and General Data Protection Regulation (GDPR)).

WS2. Full roll-out concept (report) and additional functions (also technical
requirements.

WS3. Establishing a management organization for the European Tracking Service
(ETS), legal conditions, requirements, contracts.

WS4. Communication strategy and activities, aiming at raising awareness,
mobilizing relevant stakeholders, and striving for broad interest and buy in.
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1. WS 1:

Development
of the PILOT

website

To realize and implement the ETS different
components have to be delivered. We distinguish
between the website part and the technical
implementation of the necessary connection to
access personal data from national data sources,
mainly the National Tracking Services. From the
customer perspective it will, of course, be one
service offering different customer journeys for

different needs.

The subproject ? / B M&Wlhe task to setup the technical website, work out a con-
cept for holistic (crosspillar) and cross-country content creation aswell asedit the
content for the first countries together with country editors.

The conception and implementation of the pilot has built upon the functionalities and
experiences of the former FindyourPension.eu, a website which has been sup porting

mobile researchers in dealing with their various different pension claims since 2011.
The newly created ETS pilot website will continue the former brand and
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the content (data and texts) of the past FYP were transferred to the new website.

According to the proposed phased approach by setting up different functionality or

ambition levels step by step, the ETS pilot has developed and implemented the first
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1.1. Methodology of drafting a concept for the FYP
content design

The basic idea of the ETS is to support mobile workers in assessing their pension sit uation
sothat they can take actions upon that information. Information on pension topics
is broadly provided but the target group of mobile workers often do not have access
to it. This applies not only in lingual matters but also in matters of understand - ability or
even technical access.To improve the understandability of such informa- tion,
targeted and tailored content is needed. In recent years a lot of research was
undertaken in the field of pension or financial literacy. Nevertheless, mobile workers
are different from the usual addresseesof national services.Regarding tailoring the
pension information for mobile workers, the project aimed to designing the pension
landscapes on an evidencebased and custom
er-oriented approach.

Therefore, first work of WS1 was to define and
explore the target group, their specific needs
and pain points to draft a methodology on con -
tent creation. All this work was accompanied by
scientific advice through Prof. Lisa Briggen
from the university of Maastricht.® Results were
presented at our webinars on pension commu-
nication and the ETSevent provided during the
European Retirement Week™.

One of the tasks undertaken in an agile approach
together with the workstream members, was to define personasto derive usecases
later from them for the technical development of the website. A first source of infor -
mation to define the target group and understand the perspective and characteristics

7 Level 1 functionality provides general pension information on different countries and systems as well as
guiding participants to locate their possible pension providers.

8 At the sametime the project will createthe first connection to the Belgian PTSas a Proof of Conceptin order to
prepare the Level 2 functionality which shows personal pension information.

9 Single elements of the consultation work: Conduction and evaluation of a communication survey, develop

interview format for professionals consulting the target group, work on the concept elements, review of text
examples, content guideline.

10 More details on the work can be found in our newsletter and event reports retrievable on the FYP website as
well as in the final report of the project.



is the annual EU-intra labour report**which pro-
vides updated information on labour-mobility

trends in the EU and EFTA countries. The analysis
covers the mobility of all working age citizens (20 - 64
years) as well asthe mobility of those who are
active (employed and unemployed). The report
also looks at indicators of economic integration
of mobile citizens, such as employment /unem-
ployment rates and occupations. The EU-intra
labour mobility report 2018 states that EU-28
movers were frequently employed in construc -
tion, accommodation and food service activities
(10% each)”. Due to already existing evaluation

of construction sectorworkers by the cooperating Soka-Bau, a former partner in the
TTYPE project, the first personawas drafted out of this sector.

Another important group mentioned are workers in the health sector since health-
care, long-term care professionals and live-in care workers often pursue their careers in
countries other than their countries of origin. Due to the aging population and the already
existing shortage of medical staff in many European countries the increas ing
demand is likely to lead to increase the professional mobility

acrossthe EU/EEA.*

According to recent developments an increasing tendency towards
highly skilled working groups of movers (i.e., those requiring a ter - tiary
degree or further qualifications) can be observed, and slightly fewer in
elementary or manual work, which is onereasonwhy we picked a
representative of that specific group as one of the FYP personas.
One important subgroup of the highly skilled working groups
originates in science and engineering.” Due to the previous project, in Y 4 ”
which the ETS Project team members could already gainexperiencein \; '.ﬂ,,’ "
the work with mobile researchers,it was decided to create a 3 i "
persona from this sector in addition.

To conclude, sectors to represent large groups of mobile workers as well as different
understandings and perspectives were chosen to create our personas:

A Construction/manufacturing

A Health
A Research
11 The actual EU Intra-labour mobility report used was the one from 2018,retrieved on 15/01/2021
https://ec.europa.eu/social/main.jsp?catld=738&langld=en&publd=8242&furtherPubs=yes.
12 EU Intra-labour mobility report 2018, retrieved on 27/10/2021
13 EU Intra-labour mobility report 2018, retrieved on 27/10/2021
14 EU Intra-labour mobility report 2018, retrieved on 27/10/2021


https://ec.europa.eu/social/main.jsp?catId=738&langId=en&pubId=8242&furtherPubs=yes

3171 Ul EaOwb Uz U wdved different Bvels Bf Edhtatiok) 8 well as prior
knowledge and understanding of pensions on the ETSwebsite. On the basisof the
personas, customer journeys were designed: What are their problems/obstacles and.
questions the personasare facing concerning old -agein different life -stages?WVhat
are the solutions we could offer? Customer journeys are a visual representation of
the processa persona or a mobile worker goesthrough when needing information
on pensions. Specific touch and pain points are taken into consideration in order to design
so called ? T U D BEIOE) Ulehdiy users to the information they need in order to
answer their specific needs.

In order to determine the pain points and the most frequently asked questions, inter -
views with people who are in direct contact with the different personas and mobile
workers were conducted. *” In order to evaluate whether the question and pain points
we crystallized are the same in other countries, a standard interview format has
been developed with which these needs can be identified. In the agile and iterative
approach used for the development, the content team started the work with set
ting up contents of pension information from 2 example countries (Germany and
Sweden) to be used for the edition of the ETS content guideline.

Functionalities and concept of the pilot

Following the predefined ambition levels, the information to be presented on the
ETS/FYP website is seen as general information meaning it does not contain per
sonal data from pension providers or national authorities. In the project work, we
have developed an approach that is named tailored information meaning that the
users find information that suits to their personal situations and needs. In order
achieve this goal we have created the guided tour functionality allowing users to find
information quicker and more targeted to specific personal features like age, profes-
sion, life events etc.. in the EIOPA advice on Pension Tracking the ETS approach was
mentioned as good practise form of customization of information. The overall motto
of the information conceptis? %D Ofird and E E U B YTRi¥nheandthat the web-
site supports the userin Finding important questionsto be answered, retrieve and
understand the information and getsactivated to take careof the pension situation.

For the construction sectorresearchand experiencesfrom Soka-Bau could be used. For the health sector,

the personaof the ? © U U Wld hav®beenin contactwith different HR departments of the hospitals and a
representative from a professional association as well as people in charge of questions related to pension rights
(e.g., Charité, University Clinic Freiburg). As mentioned already, for the researcher, the VBL team can make use
of the experience gained with more than 2000researchersparticipating at consultations and events provided
by the FYP team.



To put this motto into practise, the first edition of the website offers three different
functionalities:

Structured and tailored pension information targeted to mobile workers

from different professions, educational levels and life situations. In addition,

the pension landscapessection provides userswith an overview aswell as
background information on the national system of pension provision country

per country. A pension landscapein the ETScontext is the pension system of a
country comprising all sourcesof old-agepension, namely: Statutory pension,
occupational pension and personal pension. The information is split according to
three sources.

The pension compass 0 find your provider

This functionality guides participants to locate possible pension providers from
different countries by using questions and answers entered by the users. The user
canfind their pension providers this way, getting contactsaswell asinformation
on providers presented. This functionality will be necessaryfor countries without
aworking NTS, respectively, aslong asNTSsare not connected.

My Dashboard/ personal account

Personalareaafter logging in to savethe personal overview via adashboard
design including the personal pension provider list, overview on entitlements via
aself-track option and later on the data of connecteddata sourcesaswell ato-do
list created during the guided tour.

P

Content
and
functions of

the pilot

Find Your Pension - Your
European Pension
Information Platform

o

Wikere have | built wp & peasion In Geemany®

Tailored pension Pension Compass -

information - Find your provider

Different life situations

Mobile workers Providerlist, contacts

Actions

Figure1:3 T 1 wb 1 tiizee Biffeiergudctionalities.
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1.3. Tailored information design

The purpose of a guided tour is to shapethe pension information according to the
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to motivate the user to continue the search until all the questions are answered.

The users are guided through the content with the help of a predefined questions

{ answer system basedon their pension information needs. The result depends on

the choicesthe user made during the guided tour. The information guided tours are

centred on key questions that mobile workers have which were identified basedon

user journeys from mobile workers as well as evidence-based insights from qualita-

tive interviews.

The information of the guided tour is designed according to the following approach:
In general, the guided tour will be accessiblefrom different entry points:

A Young and starting career
Family and pension
A Generation 50plus

The guided tours start after the user has chosenthe one of the entry points for life
situations or the pension compass.

What is your current life situation? Here you can find pension information targeted for certain life situations.

Young or starting career Family and pension Generation 50plus
Figure2: Selectiorofalife situation.

Key topics for the entry point: Young and starting career.

After usershave selectedthe entry point ? OB P10 U E GHeyxéri$eledtfrom sev-
eral key topics we have identified as most interesting topics for the respective age
group. Theinformation is shapedaccording to the selectedentry point respectively
target group.

A Pension provision: How does it protect and accompany me
through my life?

What happens with my pensions when | move across Europe?
What happens when | amill or E E Quprkl anymore?
How do | increasemy pension?

Young or starting career

T>o J>oJ>o T>o

Family & pension
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Key question

After the user has selected the key topic, a key question can be selected. The key
questions differ from key topic to key topic depending on the key topic which was
chosen.

Entry point Key question

What are the components of old-age provision in Germany?

Key topic

Pension provision:
How does it protect A What is occupational pension provision and when do | have it?

A When am | insured in the German state pension scheme?

and accompany me A What benefits doesthe German state pension schemeprovide?

through my life? A What can i do to ensure financial well-being in my old ages?

Figure 3: Getting from the entry point to the key questions.

The information is always shaped in specific manner to ensure comprehensibility:
Examplesinclude ashort description of the pension system of a country, the main
factors that contribute to the height of the pension income, or how the different pil -
lars relate to each other.

What are the components of old-age provision in
Germany?

Te get to know your oppartunities, it is important to understand how the German
pension landscape looks like. It is composed of 3 different elements to build up pension
for the old-ages.

#1 State pension insurance
#2 Occupational pension provision via your employer

#3 Private savings for the old-age using different products

Good To Know

1. Occupational and private old-age
provision are becoming increasingly
important in order to be able to
maintain the standard of living in old
age.

Figure 4: First layer example.



#1 State pension insurance

#2 Occupational pension provision via your employer A

Employees in Germany may receive occupational old age provision, if their employer
promises to provide such a provision on the occasion of the employment. The

occupational provision can be offered in different forms and vehicles.
Your employer:

= selects the form of occupational pension to be provided

= decides on the contributions and

= takes care of its payment.

You may also contribute to your occupational pension provision yourself. Employees
have a legal right to an occupational pension provision in the form of deferred

compensation.

#3 Private savings for the old-age using different products

Figure 5: Secondayer example

1.4. OFi ndy our PJd Rernsiomd Eomgass

Through the ? %byolr / U O Y DBfénktiomality, usersare guided to identify pro-
viders that they have beenaffiliated with. The pastand current pension affiliations
are identified through questions on employment status, sectors, branches, liberal
professions, and regional or multinational companies. At the end of the searchper
country, usersreceive an overview of a number of institutions they have probably
been affiliated with. It has to be underlined here that the pension compass can be
used where no connectionsto national tracking systemscan be built. The complete-
ness as well as the number of providers included depends on the composition of the single
landscapesbut on the expectation to have a connection with the NTS soon as well.
Therefore, in the case of Belgium, the compass will mainly include the state pension
providers and direct the user to the pension tracker to find and retrieve their individual
pension overview.

Directing the user to a national tracking system not connected to the ETS would only make
senseif non-national and non-residing userswill have technical accesgo the NTS.
Links to NTSs and the requirements to be used are already contained in the section
called pension landscapes in FYP.

Each compass tour is ended by a recommendation which encourages the user to perform
a specific action. The recommendations are diverse in nature and can be gen- eral
or provider specific.



Where have I built up a pension in Switzerland?

Based on the information you have given, you could have built up pension entitlements in the following pension funds:

Q Bernische Pensionskasse (BPK), Caisse de pension bernoise (CPB)

0 Vorsorgestiftung VSAO

Ausgleichskasse des Kantons Bern

Here is what we recommend you to do:

Did you work as a physician, medical professional or part of a doctor's
office staff in Switzerfand? Check if you are insured with the
Vorsorgestiftung VSAO.

Figure 6:Pension compasxample from Switzerland.
1.5. M Dashboard

The dashboard feature includes two main functionalities, namely:
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The Dashboard is accessiblevia the landing page and the menu. In order to access

the dashboard, the user hasto login with the pincode or createa personal account.
After login the user can chosebetween the functionalities mentioned above.

The pension overview has different features

A Saving all pension providers and institutions users have been affiliated in the
pension overview to keep track of their pension provision

A Add Provider: The user can get an overview of the individual pension claim/s in . ) o
EPIiT1TUI ODwEOUOUUDPI UWEAWEEEDOT wx] OUPOOwWxUOYDEI UUuU
can be found via a search function.

A My Payout: The feature allows to enter and add up the individual pension
entitlements, separated and sorted to the different pension sources (state and

occupational pension systems).In the explanation of this feature users are made
aware that they need their annual pension statementsto createtheir overview.

A Pensiontracker: In alater phase,after connection of the PoC and later other
data sources,the pension tracker functionality will enablethe userto accesshe
personal pension information. The first country available will be Belgium.



Creating a Pension overview

(T wOTT wOUT UWEOPEOQUWUTT w? EEw/ UOYPEI U2 wEUODUOOWUOT T v
tutions starts. The filtering function can be used to search by country or source.

When the user has found the provider he or she has been searching for it can be

saved on the Pension overview by clicking on desk symbol. This way the user can

create a provider list.

Figure7: Therelevantpensionnsti-
OUUPOOUWLT wlOT 1T wUUT UWEODPEO!
/ UOY butonU ?

Your Providers

Source v Country » Provider Options

© () crov- Coisse nationsle dassurance viellesse O My Payout functionality
After the users have found the
) €D Federal pensions Service (FPs, SPF, FP0) uj pension provider with the help
of the add provider functional -
o - :/:;}slc;rgungsanstalt des Bundes und der Lander 0 ity, they can enter some infor -

mation to be taken from pen-
sion statements received. The
tool shall activate users to get
in touch with providers to ask for statements or to work with information they find
there. This functionality will have to be extended in the next phase. E.g., we are con-
UPET UDPOT wOOUI whEOOT DwOxUPOOUWUOWEUT EUT wOBT zUwbdPO

Figure8: Add providert activating
userswith my payout functionality Pensionable age 67
The My Payout functional - ity Peyment Method Monthiy
serves as an interim solu- tion
until the Pension tracker is
available. Additionally, the

functionality can be of use for
countries which do not have an
NTS. It is considered that how
the pension is paid out, the pen-
sionable age etc. may vary from member state to member state. Additionally, it is
pointed out on the website that pensions can be paid in different forms, such asan
annuity, monthly or annually, but alsoasaonceand for all or lump sum payment.

Amount 275,57 Euro €

Reference date TT.mm.jjij

Recommendation

This action starts at the end of athe FindyourProvider guided tour. After the users

have finished the guided tour they will be offered recommendations. Short informa -

tion is accompanied by proposals for recommended actions that can be added to a

to-do list and savedin the U U | pegsdhal Dashboard on the website. The so-called

sUI EOOOI OEEUPOOUZWEEOQWUIT UYT wEUwWUI OPOET UUOWET wO
have been completed. The Recommendations aim to activate the user to do

something.



The user starts by clicking on the Pension Compass. Saving the recommendations,
the user automatically receivesa clickable action list which canbe saved on Oyour
x UOI Phodiecd@mmendations canbe deleted oncethe action is completed!

Your Recommendations

= Inform yourself whether your company offers or has offered occupational D
pension provision.

In case you have left or plan to leave Germany, ask for an account D
clarification at the DRV to find out wheter you have any pension entitilementsv
there.

0/2

A recommendatiorexample.

Website communication concept

To make sure that pension information and landscapes are always up-to-date and
accurate, the FYP portal is based on a content management system which will be
maintained by editors from different countries. Part of the pilot work stream is there -
fore a so-called ETS content guideline, settling and documenting the design and pro -
cess of content provision. Here, the different pension concepts of the European states
are recognized and best practises of pension providers of all pillars will be taken into
account. The FYP portal is basedon a content management system TYPO 3 CMS (ver-
sion 10.4). The CMS programme allows to create, edit and organize various content
without prior formatting. In addition, the CMS can be used by editors with hardly any
knowledge of common programming languages and therefore supports the ETS
publicati on process.

Editorial process
The goals of the ETSproject is to have pension information on arange of countries
accessibleon the FYP Website. To accomplish this ambitious goal, the CMS supports
to build a network of different editors in the frame of a clearly described editorial
process.The latter is technically established using different roles and rights estab-
lished in the CMS.

In afirst step, country editors will be askedto provide pension information on the
respective country. To simplify the processfor the editors the ETSproject team will
provide templates which show the way the information is supposed to be drafted
when it comesto structures and language use. The editors can either fill in the tem-
plates and send them to the ETSeditorial team or put the information directly into



the backend of the CMS. Before the information is published on the frontend it will
be forwarded to the content manager. If requested by the country editor, the infor -
mation can be checked again. The final checkup and publishing will be done by the chief
editors.

R N 3 country-content-

country A

country B

country C

country...

At least-one confirmation per fevel for
publication

Figure 10: ETS communicationt editorial process.

b. Content Guideline ¢ principles for aclear communication

In addition to setting and documenting the design and process of content provision,
the content guideline also ensurescompliance with the communication standards
of the ETS.The content guideline setsout rules for language use and structure for
all content which is put on the website (Layering, Recommendation, Good to know).
The process of development of the content guideline is accompanied by Prof. Dr. Lisa
Bruggen.

Concept framework
An important precondition to write content for mobile workers is to be aware of the
 EEQwUT EQw?x1 OUDPOO? wi EVWEDI 11T Ul OUwOI EODPOT Uwl YI Owt

to a form of deserved rest, a form of insurance, etc. This is even more the case in a
European context. That is why we encourage the editors of the website to take a walk
in the mobile workers shoes and be aware that the mobile worker might have a
different understanding of pension.

3T T wUOl UOWREOOEIT xUwi UEOI POUO? wPEUWI PUUUwWUUI EwWE 3
Leuven who did alot of researchregarding pension communication in the last dec-

ade. He gave some input to the project from his work and presented his findings dur - ing

the ETSkick -off eventaswell asatthe first webinar on pension communication held

at the beginning of July 2020.



The concept framework serves as a kind of ? E O O U U UWEEQUEEGEuture  editors
and guides them through the whole process.

Example of editor instructions:

A Make yourself aware of the different perceptions described above.

A Explain the basicsof your E © U & (péhaignJonceptin the section of the pension
landscapesand repeatit in the guided tour where it helps the userto understand

the context.

A When answering the questionsin the life situation guided tours: Distinguish
between the pillars and try to cover the holistic perspective asfar aspossible.
However, do not overload the userswith too detailed information.

A J Always try to give aholistic overview and do not cover only your own scheme.

End with a concrete recommendation for the U U1 Hdtian lists where possible.

A pension canrefer U O 6

A A form of deservedrest

A A compensation for the physical
impossibility to work any longer

A A part of the wage structure

A A deferred remuneration

A A reward for services
paid to the country

A A form of savings

A A form of property

A A form of individual or
collective life insurance

A A form of social insurance

A A form of shared citizenship

Isthere need for adifferent
kind of communication ?

A Different answers are possible.

A Not only about financial iteracy
or the complexity of pensions.

For ETS

In a European context it is probably even-
more important to understand the underlying
pension concepts in order to understand the
needs for communication.

Somepensions are part of a classicalwelfare
stateand others are part of the liberal market
economy.

There is nothing wrong with that but it might
require a different communication approach.

Figure 11: Impact of differentunderlying ? x 1 O tebn@epteon the U U 1 whdetstanding.



1.7. Consideration for a functional upgrade of the
FYP portal

Apart from the tailored but general information provided on the FYP website, the
long-term goal of the ETSis presenting the personal pension overview. As already
mentioned above an integrated customer journey combining the two main function - alities
information and personal data as well as improving the pension dashboard
functionality should be developed during the next phase. Furthermore, several other
features could be added and the multi-lingual concept has to be implemented as
described below.

1.7.1. Linking pension data with tailored information

Recent work of WS1 and WS2a dealt with the questions how the personal pension data
stemming from national Pension Tracking Systems (PTS) can be contextualised by
connecting them with the tailored and general information presented on the web - site.
Therefore, a technical combination of POC and the FindyourPension website to offer
users the optimal journey will be needed.

Assuming that more PTSswill be connectedto the ETS,the user will have the pos-
sibility to retrieve personal pension data from different countries, consisting of the
information transmitted by Pension tracking facilities and will receive pension infor -
mation related to the data. The FYP website invites its usersto createtheir pension
overview using the dashboard feature. WS1 intends to include the personal pension
information on the Dashboard. While the discussion and work on a European data
model continues, the next version of an extended dashboard is intended for the next phase.

In order to illustrate this approach, we again introduce one of the personasnamed
Andrej.

Andrej is Polish, 52 years old, married to his
wife Zuzanna and has three children. Zuzanna
is working fulltime as well while her mother
is taking care of the kids. To support his fam- ily
Andrej has worked in Sweden, Germany and
Belgium, Netherlands and Austria. He sometimes
lives in temporary accommodations, changes
his employers often. For a few times he even had

to move completely and live abroad for a few

months. As he is getting closer to his retirement
he is starting to wonder where his pension will
come from and where he has to apply for his
pension.




The first step to help Andrej with his questions would be to access the pension tracker and
search for the relevant pension data.

After Andrej has received his @ Federal Pensions Service (FPS, SPF, FPO) (R} i
pension data from the ETSpen- Pansionable age: 63 Referonca date: 10. Oct 2021
sion tracker there are still ques- Payment Method: Monthly Amount: 250,00 €

flons open. As he has fved in dif

ferent countries he will receive

an 0VGereW Of the entltle - {j\" Deutsche Rentenversicherung (DRV) - 8
ments gathel’ed fl’0m Germany, Penslonable age: 67 Reference date: 10. Feb 2021 ’
Belgium, AUStria, Sweden and Payment Method: Monthly Amount: 150,00 €

the Netherlands. However, what

he does not know, is, how heis

supposed to apply for his pen- ©) soxnbau zusataver Kasse des bes -
sion and where. EXpeI’ienceS Pensionable age: 67 Reference date: 01. Jan 2021 5
from the preViOUS FYP prO - jeCt payment Method: once and for all Amount: 650,00 €

have shown that mobile

workers often lack knowledge

when it comesto their pension.

Therefore, there is a need for further literacy on the topic, in particular because of the
diversity of pension systems in Europe. Many believe that there is one big European
pension which will be paid out at the end of the career.

The ETSwebsite does provide the required knowledge to understand the pension
data. However, it is important to link the presentation of data with this targeted
pension information in order to make sure the data is understood properly. There
are different technical solutions for this purpose which would be implemented on
the website in different phases.One is an easyand faster solution and one needing
more efforts or technical changes.Hence, we describe two scenarios:A short-term
scenariowhich approachesthe question with the technical availabilities already in
place and a longer-term scenario to be implemented in the next phase.

a. Short ¢ term scenario: Linking the pension overview with  the
pension landscapes

To ensure that the mobile worker understands the context of the given pension infor -
mation we suggestto link the pension information given in the pension overview with
the pension landscape of the country were the pension entitlements were acquired.
The same applies with other parts of the pension overview which can be linked to parts
of the guided tour or a content side on European Coordination.

b. Mid - term scenario

The CMS developed, in principle, is able to recognize certain attributes that char-
acterize the userduring the customer journey and build a user profile (like a ware
basket functionality) and offer him or her content according to his or her age, the
number of providers and countries where the user acquired entitlements compiled in
the his or her dashboard. The age is requested when the user registers to the



dashboard and the other two attributes are basedon his or her searchand answers

in the guided tour aswell asproviders stored by the user. Other attributes are not

required for the profiling at this stage. The content data base can be restructured

according to fixed attributes called ? O1 B E U B @resentinfo texts used asfirst

OEal UwEI UEUPEI EwbOwUTT wedOUI OV0wi UPEI OPOI WEEOQwUI UY
presented asshort introduction of topics related to the results of the U U | pegsion

OYIT UYDPI PBw3l 1l wUaUUl OwUi OUOEWET wEEOI wUOWEDUxOEawUI
section according to the agethe user shared, the number of providers and countries

where the user acquired entitlements.

Linking ? , & E a O WhihUpension information via the related topic

section:

To ensure further understanding of the personal pension data, the information could

be offered in the dashboard underneath the overview in a related topics section

(see example below). However, to ensure that the user only receives relevant pen sion

DO OUOEUDOOOWUT 1 wbOi OUOEUDPOOWPPOOWET wi UUUT T Uw UE
overview. The interests of Andrej for example who is about to retire will be di fferent

from those of a young person like Alice who has just started the career. We think it is

impo rtant to meet the needs of the different costumer groups.

Using the example of Andrej, he is directed to a content side explaining the effects

Ol w$UUOxI EOWUOEPEOWEOOUEDOEUDOOwWPT PET wPpDOOwWI 1 Ox wl
will pay my pension some E E & #lic on the other Hand, will be forwarded to a

guided tour containing relevant information for a young person working mobile in

Europe.



My Payouts

Here, you can enter what you have earned at your different pension providers so far. Have you

My Pension Overview recelved pension statements from each of them? Thereon, you will find the amounts to add In the

cards below. You did not get a pension statement? Maybe you should contact them, e.g. let them

My Recommendations Know your actual address
E-Mail Templates 0 Federal Penslons Service (FPS, SPF, FPO) @ 4
Pensionable age: 63 Reference date: 10, Oct 2021
Newsletter
Payment Method: Monthly Amount: 250,00 €

Pension Tracker
Edit Information

My Profile
@ Deutsche Rentenversicherung (DRV) @ -
Pensionable age: 67 Reference date: 10. Feb 2021
Payment Method: Monthly Amount: 150,00 €

Edit Information

Q SOKA-Bau Z gung: des Baugewerbes @ -

Pensionable age: 67 Reference date: 01. Jan 2021

Payment Method: once and for all Amount: 650,00 €

Edit Information

Figure12:Integrationsof Pensioninformationin thedashboardl ExampleAndrejpart 1

Once Andrej selectsthe information button (i) shown in the figure above, he will be
lead to a list of questions which are relevant for him. The questions presented to him
are selectedaccording to the age he shared, the number of providers and countries
where he acquired entitlements. The screen will move to the position below the pro - vider
list as presented in the figure below.



My Payouts

O Federal Penslons Service (FPS, SPF, FPO) q)
Penslionable age: 63 Reference date: 10. Oct 2021
Payment Method: Monthly Amount: 250,00 €
Edit Information
0 Deutsche Rentenversicherung (DRV) -
Pensionable age: 67 Reference date: 10. Feb 2021
Payment Method: Monthly Amount: 150,00 €

Edit Information

You have accrued pensions in different countries. Now you may wonder where to apply for
it and if one application will be enough. Below you find related topics and more information.

Just chose a questions...
How do I for ifIha b d -
wm“m mvlm ve How will the pension be paid out?
What should I do before maving to
How are my family members protected? o th try? =

Figure13:Integrationsof Pensiorinformationin thedashboardl ExampleAndrejpart2

1.7.2. Technical and functional development ¢ next steps
The CMS chosenasbasisfor the website development is named TYPOS.

Open source software such as TYPO3 offers distinct advantages over commercial
in-house or third -party alternatives, including costsavings, flexibility and the lat-
esttechnological innovations. TYPO3 s established on the market asan enterprise
content management system. In addition, it offers the flexibility of a framework that
canbefully controlled and precisely tailored to the needsof an organisation. While
the source code itself is freely available, an organisation can benefit 24/7 from the
worldwide support, training and customisation capabilities of a service provider that
cannot easily be replicated internally.

In addition to the upgrade described above it is absolutely necessaryand planned
to present the content in several languages. The concept foresees to produce the
national content pages with the help of editors who are native speakers and create
national language pages within the CMS TYPO3. For the presentation of the portal
findyourpension.eu it is also essential that the language level is consistent and com
prehensive across national borders.

To be able to implement the process of translations with little effort, a partially
automated processis to be established that automatically translates existing texts



through the connection of an external translation service and inserts them into the
CMS. Afterwards, these texts only need to be corrected and released by the authorswhich
also saves a considerable amount of time.

Therefore, the CMS TYPO3will be extended by the capability to accessan external
translation service via an API. Existing texts can be sent to the service which then
returns a corresponding translation.

Established serviceson the market are to be evaluated, for example eTranslateand
deeplL.

It is planned to consider the following criteria in the selection process:

The provider provides a complete API

The provider has the option of a glossary in which subjectspecific translations
can be stored individually

The provider canensurethat a contextual referenceis included within the
translation and, if necessary, supported by an Al.

Providers with 1:1 translations are to be excluded
The API endpoints are protected by an authorization token.

Issues and risks to monitor

Of course, editing the website asdescribed encounters someissuesand risks asall
editorial work does. Therefore, it is vital to use and enlarge the network of the former FYP
editors aswell asthe TTYPE network.

Finding partners who are willing and able to contribute content to the FYP
Website

Ensure quality control in terms auf language use, structure and correctnessof
content.

Combination personal pension data and pension data ¢ contextualisation of
pension information.
The community building and buy -in shall take place in the so called ? %OUUOw O 6w
/1T OUDPOOwW" OOOUOPEEUDOO? whT PET wPUwxEUOwWOI wOUUWDET E
chapters below. Editorial trainings will be held and the content guideline will be
explained, evaluated and updated frequently.



FPSand Sigedis built the first
connection to the ETS



2. WS 2. ETS
Proof of Concept

2.1. What did we implement?

In this section we will give a detailed description

of the Proof of Concept (POC) of the Connect
Concept. The POC of the connect concept
envisages to visualize individual pension
information, coming from national data sources,

in asecured way to the end user via the Find Your

Pension-portal.

The work done is described from two different perspectives: first from a functional
perspective focusing on the user journey of the end-user; second from a technical
perspective focusing on what happens behind the screens on the level of the ETS and
NTS. To conclude, we will also briefly give an overview of what an NTS has to do to
onboard to FindYourPension.eu from a technical point of view.

The goal of this section is not to repeat the description given in the proposal but
rather give insights on the effective definition and implementation of the POC, but
alsoon where the POC differs of what is stated in the proposal.

Goal of the Proof of Concept of the Connect Concept

As stated in the Proposal, the proof of concept of the connect concept envisagesto
visualize individual pension information, coming from national data sources,in a
securedway to the end user via the FYP-portal.



Get your personal pension info

& Towards a cross- @ Secured authentication ® Get personal @ Secured data exchange
border Tracking with your own pension info from
system for pensions authentication different connected
mean via elDAS NTS in 1 time!

QU ~
ul

~ b Level1-Login

Circle

a Authentication OK
Chcsan i g =t ififi=t= 2

[ cIDASIoA elDAS - Login
N L

inimal

I NTS 1

mypension.be

8 Identification Identification Identification

Figure14:PoCgoals

To guarantee a secured data exchange the connect functionality uses the
elDAS -framework for authentication . More concretely, the FYP-portal (re)uses
the EU-eIDAS node t building block. This synergy endsthe long-term challenge as
already described in the TTYPE reports on how to authenticate users of ETS and
guaranteeing that they are who they claim to be (this will be called here after their
authenticated identity). As will become clear more in detail, one of the remaining
challengesis the identification of the personin the national registers (i.e. the match-
ing between an authenticated identity, on one hand, with the administrative identity,
being the way, the useris known in the national register, on the other).



Since the ETSfunctionality proofs its added value first and foremost in a context

1 where multiple data sources have to deliver information to answer the request of
the user to find his pension, and

2 where this user hasno accesgo a home NTS that delivers this functionality (asis
today the case with all NTSs),

the proof of concept consists of setting up a central FYP/ETS¢ infrastructure that will
connectto several (in the caseof Belgium: two) data sources:

first, the Federal Pension Service who will deliver information on the Belgian stat-
utory pension and

second, Sigedis who will deliver information on the Belgian occupational pension.

This set-up replicates -within one state - the test caseof ETSconnectingtotwo - 32z 1 U8

2.2. User journey

(OET POl WEW$UUOXxI EOwPOUOI UOwWwOI UZUWEEOOwWI T Uw Ol RDE
resentative in several European countries, more specifically in Belgium and the

Netherlands. Now that she is settled down in Germany, she wants to get a complete

picture of her pension situation. But how will shemanageto find alltheD 01 OUOEUDOOO6 w

On the Your Europe t portal she finds a link toward the FindyourPension -portal.

Eager to know more she starts scrolling the homepage for more information. On the
homepage of the FYRx OUUE QuwUT 1 wi POEUVUWEWEPUI E0wOP GOWUOPEUEUWU]
POwsUUOxI 76

Find your pension information Track and find your pension Create your personal pension
entitlement dashboard
Find your providers via the provid
& Compile possible entitlements Save your providers
Find pension information for Your Life & &
Situation Access connected services Enter your expected pay-outs

Start Pension Compass Go to the pension tracker Go to your dashboard

Figure 15: HomepageFindyourPensiorPortal



On the homepage of the s %PriyEx I O U B fhidtionality Alexia gets an overview of:

The different stepsshehasto follow to t in the end ¢ find her pension
The countries that are already connected to ETS
The countries that will be soon connected to ETS

After reading the information, sheknows that shewill find in one click more infor -

mation on her pension in Belgium, but not yet on her pension in the Netherlands and
Germany. Curious to know more, sheclicks on the Launch the Pensiontracker.

GQuta

@ Pension Tracker

@ ; ; :

Login Country selection Cxtra information Results

On the next page login to the Pension Iracker using your local country e-ldentification login method

Click on "Start the Pencion Tracker™

On the next screen, click on S0 m ity yeu IR

Login with your e-mail address is not possible.

ir &-mali address or uniqua iden!

Start the Pension Tracker

Figure16:: el DASOnboarding

In a next step Alexia has to connect to the secured part of the FYPportal via the

elDAS authentication module. After first choosing's 2 Bif viith your 1 ( #step 2)

and secondselectingthe country which issued her identity card (step 3),in her case

&1 UOEOGa OwUT T wbUwUI EPUI EUT EwOOwWUT 1T w&1 UGLIBWE UUT 1 OUPE |
of view the authentication part of the processgoesin the exactsameway asif she

wants to enter a German digital service.



ETS requires you to authenticate

Sign in to continue

Enter your e-mail address or unique identifier

Lreate an account

Or

Sign in with your ¢ID

90 s e 0wl CECK 2008 16 Iearn mers. e 1o meanage X

EU Login | topor con
Sl e, I [~ ]

ETS requires you to authenticate

Log in with your elD

Please select your country of origin

€10 Authentication
= s B0 cogen = cresse
B coecnis e . Gomany
e . [ e
= ooy Bwn = remersnas
[ - - - Eoswe
B2 saeces

B3 -

Figure17:elDAS start screen(2).

Figure 18: eIDAS country selection

Figure 19:Authentication with
GermaniD in Germanauthentication
module(4)

After succeeding to authen-
ticate herself, Alexia will get in
a following screen (step 5) an
overview of the data on her
identity that will be shared with
the FYP-portal.

This E O1 béngeth Alexia but
technically speaking we call
this her eIDAS minimum iden-

tity (data)set, which consists of a unique elDAS identifier, her first name, family name and
date of birth. Countries could choose to share also the name of birth, place of birth,

address and sex.



The transfer of data is only executed as she confirms it by clicking onthes UUE ODP Uz w
button. With this action she consents with the data sharing.

AA 0D
with level of assurance high @
is requesting the following attributes
Step 312

Your resume
Natural Person

Mational identifier

Fiest Nome
Alexia
Family Narme
Rella

Date of Birth
1983.02.02

[

Figure20: Overviewofidentity datathat will besharedwvith FYP-portal afterconsen(5).

mq @ Datiny Dhondt
Legout

(é) Pension Tracker

& @ ’ :

Login Country selection Extra information Results

You can retrieve your pension information from the following unboarded wountry;
Data gources: mypension.be
State Pension: Federal Pension Service
Occupational pension: Sigedis

We are working on the onboarding of other member states, but we can help guide you to
relevant providers with the Pension Compass,

Yes, Alexia managed to get into the secured part of the FYRportal (step 6). But before she
getsto her pension information in Europe, she needsto indicate in which coun- try
she wants FYP to search for her pension (step 7)



Alexia (or you) maybe wonders why shehasto indicate the countries where she

wants FYP to search.This is to securethe performance ofthes | Br@k 1 OUD OOz w
functionality and avoid unnecessarycalls to the different national tracking ser-

vices/data providers. She can however select all countries if she really has no idea

of where she accumulated entitlements.

In afinal step (step 8) Alexia is askedto add some extra information to facilitate her
identification and finally make the search of her pension in the selected countries
possible. More specifically, for Belgium sheis askedto add her country and place of
birth.

She has to explicitly consent with the sharing of her data with the data providers who will
use it for identification purposes. She has also to agree with the saving of the data in
her FYP-profile, sothe information canbeusedto enhanceher userexperienceif she
visits the FYP-portal again in the future.

Dar Dhondt
Guoa @

Pension Tracker
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Login Country selection Extra information Results

Personal information via login (eIDAS, authentication mean)

Belgium requires more information in order to be able to correctly identify you.

Please provide the additional information below,

Country of birth* Please select v

To get your personal pension information in different member states, we need
your consent to exchange securily your personal information with the data
sources in the member states.

1 accept the sending of this information to the difTerent data sources.



And finally, thereit is: per country and data provider Alexia getsaccesso a PDF,in
English, which resumesthe pension information that is available for her by the data
source. Shecandownload the pdfs on her device.

m @ Danny Dhondt
Logout

Pension Tracker

Login Country selection Extra information Results

The system has finished consuRing the different data sources,
The results (I any) are available below.

Data sources: mypension.be
I l State Pension: Federal Pension Service
Belgium

n BE State Renson. pet

n BE Occupations Pension. pot
n BE Ocaupationat Fensicn - antex.pot

BE Decupationat Pension - annex 2.pcf
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Apension.be

Sender: FPS Tow du M Esplanade de I'Europe 1 1060 Brussels
estimation@mypension.be

Toll-free telephone number: 1766

Your pension file on www.mypension.be

File number Date Annexes
20/01/2022 1

Estimation of the amount of your future pension
Dear Madam

We have foreseen one or several scenarios in order to help you plan your retirement. These scenarios take
the possible pension start dates and the estimated amounts of your future pension into account.
The estimate on the back is based on your career data that was available to us on 20/01/2022.

According to your career data, you have built a pension right as a Civil servant as a employee
To get more details on your personal career, go to mypension.be.

How do we calculate this estimate?

Regarding your past career, we based the estimate on the career information that we received from your
employers and from the social security organisms.

Regarding your future career, we based the estimate on your last known professional situation and we
extrapolated it as if it would remain the same until your pension date. If you work part-time, or if you are in
an assimilated part-time period, your earliest final pension date may be different than the current estimated
pension date.

We hope that this letter will help you in your choices and we are always available if you need any further
information

Your pension estimate

On the basis of the current rules and regulations, we can provide an estimate for the following
scenarios:

e You stop working at the first possible pension date, which will be the 01/05/2047.
On this date, we estimate the net amount of your pension at € 579,16 per month.

* You stop working at the legal pension date, which will be the 01/03/2050.
On this date, when you turn 67, we estimate the net amount of your pension at € §79,16 per month.

You will find enclosed an overview of our calculation.
Important information
This estimate does not open any pension rights and is for information only.

Do you want to retire? Submit your request a maximum of one year in advance on mypension.be or during
a Pointpension organized by the 2 pension institutions. Check the timetables for our Pointpensions on

www.ggsioenwm. be.

TEST

TEST

Figure 21: Result PDF ¢ FederalPensionServicet statutory pensionBelgium¢ Details.
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2.3. Behind the screens:conceptual framework of
the ETS 0 connect concept

2.3.1 Basic architecture of the ETS ¢+ connect concept

Behind the screens of the FYPportal, different actors are at work to get the user
authenticated ¢ identified ¢ his pension information collected and visualized.
Together they canbereferred to asthe ETSt ecosystem.A short introduction to the
different actors.

The FYP-portal is responsible for all interaction and communication with the
user.

The eIDAS t ecosystemdeals with the communication between the FYP-portal
and the authentication authority which issued the authentication mean chosen
by the user.

The ETSbackend works as an orchestrator ¢+ ensuring the communication
betweenthe FYP-portal, the eIDAS ¢ ecosystemand the NTS/data providers.

The NTS/data provider is responsible for the identification of the user and the col -
lection and transmission of the correct personal pension information.

The following scheme illustrates the process and the implication of the different
actors. A short overview of the different stepsand its lead actor follows below.

e (F Y P
ul

o= ~» Level1-Login

Circle

1 =2
e g g i

I i

Authentication OK

2 eIDAS - Login

IDAS oA

Minimal ID-set

mypension.be

% Identification 'Y Identification

OK NOK

4

OK NOK

Figure22: Schemé Basicarchitectureof ETSt connectoncept.
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FYP-portal or ETS-frontend

As the user journey of Alexia above showed, the process starts when a user goes
to the FYP-portal, startsthes | B E 1 O U-#ufcéiopality and choosesthe
authentication system of his choice within the eIDAS-framework.

elDAS decosystem

The authentication authority (on the national level, that issued the authentication
mean) confirms the authentication at a given elDAS level of assurance(LoA) and
sends back the minimum identity set to ETS.

ETS (backend)

ETS checks the LoA of the authentication mean used by the citizen and checks it
with the required LoA of the data provider.

If there is not a match, a messagewill be shown to the citizen and the provider
cannot be selected by the user on the FYPRportal.

If there is amatch, ETSs E EtBe@vBlservice of the data provider chosenby the
user. It transmits all necessary information (confirmation of authentication,
LoA, the personal dataset (= Minimum Identity Set of elIDAS plus additional data
added by the citizen in FYP-portal) to allow the data provider to decide whether
it has enough certainty about the identity and consent of the individual to supply
information.

NTS (backend)

The NTS applies its own identification routines and standards and concludes that
there is a match between the personal datasetof the authenticated user and an
individual in its own data.

The NTS sends back the available information in pdf-format to ETS.

FYP-portal

ETSvisualizes the received information, i.e. makesthe PDF accessibleon the
FYP-portal

Creation of aFYP-profile: why and how?
To improve future user experience and facilitate the identification process on the
national level, we propose that FYPwill createauser profile with the consentof the
user as described in step 8 of the user journey.

In the user profile, FYP will store:

Personal data coming from elDAS.
Minimal: First name, Last name, Date of birth.
The level of reliability of the data is high and cannot be changed by the user.

Personal data addedby the user.
SomeNTS need additional data on the userto help their identification process.
This data is asked, after eIDAS authentication, on the FYP-portal. With consent of



the user this data is stored in the FYRprofile so it can be reused, without asking again,
when the user logs on to the FYP-portal in the future.

The level of reliability (LoR) of the data provided by the user is not the same, but
lower, as the LoR of the official data (1), becausealthough authenticated there is
no guarantee that the data added by the user is correct.

It is up to the data source to decided how to qualify and use these data, since the
outcome and reliability of the identification processis the soleresponsibility of
the NTS.

national ( # gdining from NTS after the identification (Level of Reliability = high)

If an identification has been executed successfully by the NTS, the national ID
is stored on the FYP-portal. This to facilitate the identification when the user
reconnects on the FYRportal in the future.

The user can always view and delete her/his user profile via the FYP-portal.

This functionality is put in hidden to make it not too complicated for the citizen.
Becauseit is also possible to createa profile with the website.

Trust in the ETS-ecosystem: building a Circle of Trust
In the previous parts we answered multiple questions on how the user will expe -
rience the functionality and also how the technical architecture was implemented.
Questions as how are we going to authenticate the user (using elDAS), how the user is
giving consent for data transfer (to the FYP-portal), how we are going to identify the user
PYPEWOEUDPOOEOwWxUOEI EUUI UAOwo

As discussed, it is the ETS that will make a6 p a ¢ kofadl ieférmation gathered and sends
this to the NTS/data provider to evaluate if they can show the information and if yes,
send back the pension data to ETS.

But with this a basic question remains: how canaNTS trust that ETSonly calls for
dataif the useris on the FYP-portal and trust that the user hasgiven consentfor the
data exchange?

The mere fact of authentication via elIDAS E O1 Uslgelhe trust issue, because with
the creation of the FYP-profile, after afirst consultation ETShas all information to
start anew requestfor data without the user being online on the FYP-portal.

So, how is trust organized in the ETS-ecosystem?

As already indicated in the Proposal (3.2.2), different solutions can be envisaged
to organize the requesting of data by the ETS towards the NTS/data provider. The most
future proof being the combination of the OpenlID -protocol and the Open

Authorisation Standard (OAuth).

Within the project framework ttime but mostly budget ¢ it was not possible to



implement an architecture with an OpenlD -protocol and Open Authorization
Standard.

Therefore, for the proof of concept the choice has been to explore the possibility of
an alternative option, namely the creation of a circle of trust between the ETS-
ecosystem and the connected NTS, as also indicated on the scheme of the basic
architecture.

This in combination, on a technical level, with the implementation of secured
exchange channel between the ETSbackend and the NTS/data provider. This means that
there is a secured and trusted physical and logical communication infrastruc - ture
between ETS as service provider, NTS as resource server and elDAS as idertity
provider. The data exchange between the ETS and an NTS/data provider will be
secured by encrypting the messages that are exchanged.

During the onboarding procedure, the NTS/data provider has to provide
a certificate that can be used by the ETS to encrypt and decrypt messages
exchanged between the 2 parties.

This should be a private certificate only shared between the ETS and the NTS/data
provider

Messagesthat are sentto the NTS/data provider by the ETSwill be encrypted
using the certificate. That way the NTS/data provider knows that the request came
from the ETS.

Messagesthat are sentfrom the NTS/data provider to the ETSwill alsobe
encrypted using that same certificate. That way the ETS knows that the message
came from the NTS/data provider.

This createsa securetunnel betweenthe ETSand the NTS.

But no technical mean is foreseen to check at each exchange that the citizen is
behind the request of data.

The Circle of Trust implies that you trust each partner within the circle. Trust issues
are dealt with beforehand, in the onboarding process by signing a legal contract
between ETSand NTS/data provider and communicating the certificate.

By onboarding, the NTS/data provider confirms its trust in the ETSand acceptsthe
rules that govern the Circle of Trust. The mere fact that a partner hasbeenadmitted

into the circle proofs that certain checks have been executed, that legal provisions
have been accepted and that the certificates are communicated.

The NTS/data provider has to fully trust ETS and its security measures and vice versa. The
NTS acceptsand trusts that arequest for data coming from ETSis legitimate,

Estimated implementation cost of an OAuth and openID-architecture was 95.000 EUR. To compare t the
complete implementation budget for the Proof of Concept of the Connect conceptwas z 200.0000.



meaning the request for data is coming from ETS and there is a user on the FYP
portal requesting it and the consent is still valid.

The viability of the circle of trust is tested in the bilateral talks with a selection of NTS
(cf. infra). The option of introducing an Open Authorization server in the basis
architecture has been discussed in the bilateral talks as an alternative for the Circle
of Trust.

Onboarding checklist: what has to be done to connect a

NTS to FindYourPension.eu today?
To conclude, this chapter we give a short checklist of what must be done by the NTS
and ETS to realize a connection.

NTS and ETS have to sign a formal agreement to form a Circle of Trust and thus
accepting the rules that govern the Circle of Trust

NTS has to register the minimum Level of Assurance of the authentication mean
that the citizen can use to access the data at the ETS.

In this way the NTS can block accessto the data if the authentication means
used has a too low level of assurance.The level of assurancecan differ between
connectedNTS.

NTS has to register theminimum personal dataset of the citizen that is required
to execute theidentification process by the NTS

SomeNTS cannot cometo areliable identification solely on the basisof the
elDAS minimum identity set.In the onboarding processthey canregister
additional data needed for user identification. This data is asked, after eIDAS
authentication, on the FYP-portal asdescribed in step 7 of the user journey.
The additional datais, with consentof the user, savedin the FYP-profile for
future usability purposes.

NTS hasto communicate its certificate to ETSand ETShasto implement it to
guarantee a secured data exchange.

ETS has to communicate the ETS API to the NTS and the NTS has to implement it
asdefined.

NTS has to identify the citizen with the received dataset.
NTS hasto send aresponseto FYP.eu



2.4. What 6s i n place today?
implementation

All components of the proof of concepts %brayEx I O U P fdrtipnality, as described
in the following scheme of the ETS-ecosystem, are effectively developed, imple-
mented and deployed on atestenvironment (Quality assuranceenvironment) and
production environment. All functionalities asdescribed in the previous chapters
are developed. In point 1.3.1 a more detailed, technical overview of the implementa-
tion in place is given.

FYP
elDAS Frontend Backend
EU Login

‘ SIGEDIS

® o

FPD
o 6

Figure23:ETS-ecosystera %@ €1 O UtBuddianality.

Also, the necessary accompanying technical documentation for the maintenance
and further roll -OU U w Ol wUT 1T ws %bfdrEtior@layusxdelideted (ké theu
description of the POC-infrastructure, the data structure and data dictionary, the API ¢
Ul U0wUT UYPET wET I POPUDPOOOS

So, both the central components at the FYPlevel as the connection with the local
components, developed by the Federal Pension Service for the Belgian legal pension
and by Sigedisfor the Belgian complementary pension, arein place.

Concrete: auser can accesshis data of the Belgian data providers starting from the
frontend of the s %DBYEX | O U B Gudgtionality after having authenticated himself
via elDAS.

St at us



Detailed overview of the ETS-ecosystemimplementation
The ETS solution consist out of two major components: the ETSfrontend and the
ETSbackend.
ETS o frontend is the web application allowing
a user to access his/her pen=sion information in
different European countries.
= Citizen <1
Lflows 1 flows (OGwii i WUOOUUPOOWUOEEAOWUT | ws %D
functionality is in principle accessible via 2 dis -
tinct front ends:

poc-ets- ﬂ wsl-ets- 3]
frontend frontend

A the pocets-frontend: the initial frontend
developed by WS2 as a proof of concept (as
shown in the screensof the user journey ¢
and implemented);

A the wsl-ets-frontend: the future frontend
that will be designed and developed during
WS1 and that will become the final user

[}
|
|
interface after the integration of the POC in
e the FYP-portal (as discussed above and to
be developed before going into production).

This will make the poc-etc-frontend
obsolete.

Both front ends will use the ETSbackend to get
things done and will offer the same global
functionality.

eIDAS node NTS data adapter NTS

The second schemeof the two figures on the left
goes into more detail on the architecture of the
«flowi>» ETSbackend component.

)
i«flow» | «flown
T

ETS 0 backend is the module offering the ETS
service backend functionality.

The ETSbackendexposes2 / ( z Uo

A ets-profile -api: the API for managing the
(optional) ETS profile

A ets-data-api: the key API exposing the
pension data towards the ETSfrontend/
FYP-portal

eIDAS node NTS data adapter

The data API usesthe ets-data-sourcesto getthe
data from the NTS via its NTS data adapter.



The ETSsolution interacts with the following actors:

A citizen accessinghis/her pension information in different European
countries

An external system hosted by a NTS/data provider that has
implemented the data provider API as defined by the ETS and which offers access
to the pension data of a specific country/institution/data provider.

The national counterpart of the European pension tracking service. This
can be a NTS following the commonly used strict definition of National Tracking
Service or a national data provider.

An external system capable of authenticating a citizen using the
elDAS protocol

The complete ETS solution is deployed on the Belgian government G-Cloud
environment.

From a hosting perspective ETS will be secured by

A firewall on G-Cloud level
A bastion on ETSlevel

The ETS bastion will act as

A firewall mimicking the G-Cloud firewall allowing only HTTPS and SSHtraffic
A jump host towards systemslying behind the bastion

This security setup will ensure that

We have one single entry point towards the ETS environment

There is only HTTPS accessto data and functionality knowingly exposed via
HTTPS

Trusted parties can be granted low level accessto the environments using
registered users and their SSH key

SSL offloading is done in the ETS runtime environment ensuring that all network
traffic remains encrypted until it reaches its final endpoint

Seehttps://www.gcloud.belgium.be/nl/home for more information.


https://www.gcloud.belgium.be/nl/home%20for%20more%20information
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Figure 24: The security setup.

2.5. What did we learn from the bilateral talks
with NTS?

Designing a solution to aproblem in the vacuum of a project team is one thing, test-
ing its viability in the s U I werdzis another.

The design of the ETSconnectconcept - solution hasbeendescribed in detail in the
previous chapter. That it cantechnically work hasbeenproven by the implementa -
tion by the Belgian project partners. But that the solution design is acceptableand
thus viable for other parties was the objectof the bilateral talks that were organized
with the representatives of different NTS.

The approach of t+he bilateral talks was:

1 Explain the design of the proof of conceptin detail



2 Go through the conceptual choices made in the solution design to determine if
they were acceptedby the NTS and if applicable under which conditions

3 Identify blocking issues on the national level for the roll-out of the ETS connect
concept.

The following topics were discussed in detail:

Trust in the ETS-ecosystem

Consent of the citizen

Stateof play of eIDAS onboarding on the national level
Required level of assurance on the national level
Identification in the ETSecosystem

A Constructing the FYP-profile

T>o J>0 >0 >0 T>o

The focus was on the exploration of the technical feasibility of the POC, and with the
exception of the issue on trust and the consent of the user, the topics of privacy by
design and GDPR were out of the scope of the bilateral talks. These were dealt with in
Workstream three of the project.

In total 4 bilateral talks were conducted, firstly with the project partners with an
operational ETS, Sweden and the Netherlands, secondly with the representatives of
the NTS of Denmark and France.

All bilateral talks were conducted by Giselda Curvers and Danny Dhondt (lead of
implementation ETS- connectconcept) to guarantee a coherenceof approach and
interpretation.

Date Country Organization/Participants

June 2020 Sweden MinPension:
¢ Anders Lundstrom
¢ Patrick Lundstrom
Pensionsmyndigheten:

¢ Alexandra Bateman

December 2020 Netherlands | Mijn Pensioenoverzicht.nl / Cognizant:
¢ Rik Van Amelsfoort

December 2020 Denmark Forsikringogpension:
® Michael Rash

February 2021 France Union retraite:
¢ Philippe Retailleau

Tablel: Theapproaclofthebilateraltalks



Main conclusions: overview of blockers for future
technical roll -out

Circle of Trust: acceptable a priori but the devil is in the details

Circle of Trust would beacceptablefor the majority of the NTS but only if sufficient
accompanying security measures are taken in the onboarding process, like for
example an audit of the implementation upfront but also an audit trail that canbe
consulted in the case of suspect of misusage.

The effective acceptanceof the Circle of Trust is thus highly dependent on the details
of the agreement governing the Circle of Trust.

Circle of Trust as potential blocker for future enhancements

From the bilateral talks we also could conclude that the scopeof the Circle of Trust
would be limited to the scope of the proof of concept, namely NTS sends pdf/data to
ETS to show on ETSportal. As in most NTS-architecture, this would be the result of
an online, synchronized data exchange.

The Circle of Trust would not be sufficient anymore if the ETS would evolve to a data hub
in alater stage.Data hub being defined asan ecosystemvia which data is not only
shown on the ETSportal but also exchanged between the members of the eco
system to be shown on e.g. the NTSportal. Following the consulted NTS, if ETS would

function as a data hub in the future, the inclusion of an OAuth -server in the basic
architecture of ETS would be necessary.

Introduction of Open Authorisation server (OAuth) in ETS¢t basic
architecture

OAuth is an open standard for access delegation, commonly used as a way for Internet
usersto grant websites or applications accesgo their information on other websites
but without giving them the passwords.

It allows access tokens to be issued to clients by an authorization server, with the
approval of the resource owner (i.e. citizen). The client/service provider (i.e. FYP/
ETS) then uses the access token to access the protected resources hosted by the
resource server (i.e. NTS).

The protocol and standard are used to communicate between the parties that auser
is authenticated and that the requesting party hasthe necessaryconsentof the user.
The data source will then have the necessary guarantee that the data request is initi -
ated by the authenticated user.

In the next scheme the OAuth -server is introduced in the basic architecture of ETS

by adding a distinct Identity and Authorization module with the following

Storing pension data on the ETSlevel was not acceptable for the consulted NTS.

GO 54 GUa~



functionalities: Authentication via elDAS, Authorization via OAuth. Next, we will give
an overview of the responsibilities of the different actorsin this type of architecture.

5

o=
elDAS - Login . IR

_o-’ Check token 5

Check token

Identity & \ Identification o
Authorization -
Module NS 2 __a @

o \OAuth

elDAS Authorisation
Authentication server check ID-Token

5

Identification

NOK

Figure 25: SchemeBasicarchitectureof ETS + connectconceptwith OAuth (proposition).
The ldentity & Authorization module would be responsible for:

A the communication with elDAS to authenticate the user

A storing the consent of the citizen to exchange date between FYP and the requested
NTS/data providers at the OAuth -server
A sending the elIDAS-datasetand ID -token of OAuth to ETS

ETS would be responsible for:

A sending the ID-token of OAuth to the NTS/data provider
A requesting the pension data at the requested NTS/data providers

NTS/data provider would be responsible for:

A checking the ID-token at the OAuth -server
A sending back the pension data to ETS

Regardless the consent of the user, national legal restrictions could block
data exchangebetween ETS and NTS



Depending on the governance and organization of the NTS, the consent of the user is

OUwPUOzUwIi OOUT T wUOOWEUUT OUP&T wUT T WEEUEwWI RET EOT T wEI
countries it will be necessary to adapt legally binding agreements with national data

xUOYPEI UUwOUwI YI OWOEUDOOEOwWOI 1 PUOEUDPOEGISPEOUDOT wUO
context blocking participation in the connect concept.

If the consentof the user is sufficient for aNTS, in some casest was mentioned that
POwPPOOWET wdOIl El UUEUAWUOWEEEwWs OEUPOOEOz wlIl UOUwC
using the ETS-portal to retrieve the national data.

In all casesthe citizen should have the possibility to withdraw its consent to the ETS
EQEwWOOwWUT 1 ws OEUPOOEOzZ wUT UOUWOI wUOUI wbi wExx OPEEE

This point will be elaborated further in the part on the security by design and GDPR.

The bilateral talks made clear that identification is the biggest challengein the pro-
posed ETSarchitecture. Identification of the citizen is left to the national level, ETS
provides via eIDAS the minimum datasetto facilitate the task. But identification is
not done on a transversal level.

elDAS, thus, solvesthe authentication part, but leavesthe identification of the end

user to the national level. The minimum datasetoffered is for several countries not

VUi i PEPI OUwWUOWUUEET UUI UOOAWEDOOXxOI Ul wl-idergUEUOB w. | Ul
etc. are neededin addition in order to cometo a successfulidentification.

Although the ETSuser flow showed that it is foreseen that this information is asked
by the citizen, at leasttwo considerations have to be made:

the reliability of the data is far lesssecurebecausecoming from the end user,
making it ¢ at least in theory + more vulnerable to identity fraud and misusage;

in the context of multiple mobile workers (our core audience group) B UrptJikely
to expectthat the end user has all of thesecredentials at hand when using the
ETSportal.

In our discussions with the NTS -managers also became clear that the authentica
tion/identification of users was often implemented in the NTS as an external service
provided by a national third party. The way authentication/identification was organ - ized
and would evolve during the coming yearswas in some caseeven areal black box.

The identification issueis thus areal threat to the future successof the ETS-portal.
Put it bluntly: becauseb Urnp fin getting a box of pension s U O & ybm €annot open it.



Recommendations

The success of ETS is directly linked with the success of eIDAS: further invest - ment
in eIDAS onboarding and marketing are needed

In theory elDAS solves the authentication issue.

But as with all new technology, its successin facilitating the use of digital applications
in Europe is directly linked with the end user/citizen being able to use its national
authentication mean and knowing it canbeusedin a European context. To this end
more marketing and direct communication towards the end user could be useful.

The elDAS front end is clearly built for usein a professional context and could use
some finetuning to make it more user friendly and intuitive. Ideally, the eIDAS flow
reassuresand encouragesthe user to succeedin its user journey. This is today not
the caseand the current implementation could causefall out in the use.

The developments in the realm of the Single Digital Gateway could also have a pro-

moting effect on the use of the national authentication mean via the elIDAS ecosys

tem, but also in this casethe same pitfalls apply: SDG will not be successful if the cit- izen

EOI UOz UwOOOPwWI OPpwlUOwWPOUOwWPDUT wi DUwOEKAIEANNMOE OWEUUT 1 O
can open up European doors.

That the room for growth is substantial is illustrated by the following: today only
0,02% of all authentications in the domain of Belgian social security is done via
elDAS. In absolute figures this accountsfor on averageonly 300elDAS authentica-
tions per month. If foreign people known in the Belgian administrative datasets were
to useBelgian online applications to the sameextend asBelgians(given the relative
size of their presence in the data), that number should be around 2%.

Member statesshould be stimulated to invest in notifying authentication means
with a sufficiently high level of assurance

We already discussed the issue of identification, that could frustrate the citizen not get -
ting the information because identification failed. Another threat is the level of assur - ance
of the authentication mean a Member Statenotifies in the eIDAS-framework.

If the result of the peer assessment is a (too) low level of assurance, the citizens of the
member state will not be able to see their pension data coming from other member
states that require a higher level of assurance. It is the data provider that decides in the
onboarding process of the ETS what level of assuranceis acceptableto seeits

Estimate basedon figures of the Federal Pension Service:Proportion of EU pensioners paid out by FPSon
total number of pensioners paid out = 7,47% (=185.000/2.471.000). Assumption based on general use of
mypension.be = 25% of population uses mypension.be. So expected proportion of elDAS in the future = 1,87%
or rounded 2% of all authentications in the domain of BE social security.



pension data.

A (European) obligation to notify an identification means with a sufficiently high
level of assurance,e.g.LoA higher or equal to substantial, would enhancethe use
that is made of European applications and the user experience of the citizens using
European applications. This remark goesequally for the Find your pension ¢ portal
asfor the online procedures foreseenin the Single Digital Gateway.

Extending the minimum identity dataset of eIDAS to guarantee the once only
principle and successful identification in the future

After authentication with eIDAS only the MID (minimum identity dataset) is send to
the demanding application. As also the NTS ¢ bilateral talks showed, most countries
cannot sufficiently secureidentify apersonwith only the MID.

In the onboarding process to the ETS the NTS can register additional data needed for user
identification. This data is asked, after eIDAS authentication, on the FYP-portal as
described in step 7 of the user journey. The additional data is, with consentof the
user, savedin the FYP-profile for future usability purposes.

This data is often available at the authentication source,but not communicated via
el-DAS. This is not user-friendly and reduces to usefulness of eIDAS. Moreover, it also
breachesthe onceonly principle + a European citizen is asked to take unnecessary
administrative steps, while the information is at hand with the authentication source.

Therefore, we recommend to extend the personal data exchanged via elDAS beyond
the minimum identity dataset with for example, the national ID, sex, current address,
birthdate, birthplace, & This data coming from an authentic data source, opposed
to self-declaration by the citizen, will have a high level of reliability (LoR).Hence,it
would also increase the reliability of the use of this data in the identification process
of the citizen in the national databases.

To do:

European building blocks are neededto enhancethe development of European
digital services: a strong case for a European authorization server, digital identity
and identification module

Legislation could solve the national data exchange issues

Accepting acertain meansof authentication, or not, is adecision that is the sole competenceand responsibility
of the data source. In asfar asthesesourcesare public authorities that are, in addition, participating in

the eIDAS-framework, certain rules could apply that limit their possibility to refuse agiven meansof
authentication if that means of authentication qualifies as equal t in terms of the so-called Level of Assurance
or LOA t to the national meansthat are accepted.But it will not oblige them to acceptforeign meansof
authentication of a LoA that would not be acceptedform national meanseither.



Appendix to Chapter 2: Bilateral talks: detailed overview of agenda
Part 1: How do we deal with trust in the ETS ecosystem?

Does your NTS acceptthe Circle of Trust (CoT) between FYP & NTS?

If no, is CoT with authorization server for your NTS an acceptable alternative for
thes x UQdT hetween FYP & NTS?

Part 2: How do we deal with consent of the citizen in the ETS ecosystem?

Is users consent enough to exchange data between ETS & NTS?
Is a contract required to exchange data between ETS & NTS?
Is a legal change required to exchange data between ETS & NTS?

Part 3: How do we deal with authentication in the ETS ecosystem?

What is the minimum required LoA (Level of Assurance) for accesso your NTS?
High, substantial or low?

Part 4: How do we deal with identification in the ETS ecosystem?

Is the identification of the user a problem for your NTS?

Are there special requirements for the execution of the identification routine by
your NTS?

Canyour NTS do an identification on the basisof the minimum dataset of el-DAS
(name, first name, date of birth)?

If not, which additional data are required for executing the identification routine?

Part 5: Constructing MyProfile@FYP

Doesyour NTS accept:
to send the found National ID in the identity databaseof the NTS to FYP

and that FYP stores the National ID in the user profile if the user gives his consent
for it?

Part 6: Last topics

Is it possible/feasible to have an in sync exchange of pension data between your
NTS & ETS?

Would it be envisageable for your NTS to store pension data centrally at ETSif a
future enhancement of the concept would require this



WS2a: A perspective on the functional roll -out of
the Pension Tracker: from product vision to
tentative data model

Nomen estomen. The name speaksfor itself. And the name of our s % ByS&UE pen-
U b Ofbgal does it loud and clear. The expectation we create, maybe even the prom-
ise we make to mobile citizens, asETS-consortium iss %ByOuE x I O U i @iape
through an user friendly pension portal, basedon an intense collaboration between
European pension peers.

This ambition is also expressed clearly in our vision statement:

All residents in European countries should have access to information on their pen-

sion entitlements no matter where they were acquired within Europe and regardless
of their country of residence.

The ambition of which we drew our main mission:

“to create the means for people to get an overview of the pension entitlements they

have acquired across Europe and to give them tailored as well as personal informa-

tion on their European pensions.’

Our vision on how we will design the tailored information on pensions for mobile
workers in Europe and make it accessible viathe FYP-portal is described in chapter

1 of this report.

In this chapter the focus is on the personal information part , on the overview of the

pension entittements acquired in different European countries. We will focus on

the work that hasbeendone to createa common vision on which personal informa -
tion should be mentioned on the FYP-portal. Often and more technically, we speak of
a common data standard or data model.

But all - ICT or pension - technical discussion should startwithav i si on on-utchted 6 pr od
we are building. And from there the requirements on the information to be shared
EEQWE] wEl EVEUI EwDOWEWEEUEWOOET 08 w( hdptere OUOwUT DPUWE x

The conclusions asstated in this chapter are not final or setin stone, but reflect the
common vision that could be distilled from the discussions with the different par-
ticipants in the data model workshops. And can serve as a starting point for the next ETS
organisation.
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marketable
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access to their personal pension information. But what is the personal pension information

that we want to give to mobile EU citizens? What are the functionalities that have to

be foreseen? But also how does our s x U O EréldfelUtg other products in the field?

And more concretely, what should our ETSproduct do in relationship to the NTS-

products?

(@]

b

Our minimum viable product: Help finding pensions in Europe

The first ambition of the ETS is helping the mobile citizen in finding his pension in
Europe. This means giving the mobile citizen a complete overview of his pension
status in Europe. Pension status defined asthere is/is no pension cumulated in a
specific country for the mobile citizen. Put differently, the pension status gives the
result of the pension tracking process in a specific country.

The current version of the Pension Tracker (v1.0) in production already fulfills the

requirement of this first ambition:

If a NTS or national data provider connects to ETS, the citizen can ‘ask” through the
Find Your Pension-portal to check if pension build up can be found in that country or

at that data provider. If the result of this “pension tracking process’ is successful, as
POwUT T wEPUDPA&Al OWEEOQWET wsi OUOEZ wbOwUT | wo EdnD (
right, then a PDF with personal pension information is shown on the FYP-portal.
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Data sources: mypension.be

l l State Pension: Federal Pension Service

Belgium
0y
Pl EE State Fenson.pot

Occupational pension: Sigedis

0y
h BE Occupationy Fension.pet

0y
h BE Ocoupationat Fensian - annex.pdf

.
Pl EE Occupations Fension - annex 2.pc?

Figure 26: PensionTrackerv1.0 ¢ result screen

If the Pension Tracker would cover the whole of Europe, asin successfully connect-
ing NTS or substantial data providers for all European countries, the first ambition
level of ETSwould be reached and the citizen would have a single point of reference
to check his personal pension status in Europe. We could seethis asthe minimal

viable product in the Pension Tracker roadmap.
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Figure27:Pension Trackeas singlepoint ofreference fgpensiorstatus inEurope

The use of the term minimal should not beread asunambitious. To realize this first
ambition the focus should be on the geographical roll -out and connecting a max-
imum of countries, while keeping the functional scopelimited. But asdescribed in
chapter 2, there are still some challengeslinked to successfully onboard other coun-
tries in the ETS-ecosystem to attain this first ambition.

Our minimal marketable product: Answering key question on the found
pension in an understandable and comparable way

From the start of the project the aim of the ETS-consortium was not to stop at the
minimal viable product as described above but come to an agreement on a minimum
marketable product ?* that brings immediate value to the end usersand the project

stakeholders.

This minimum marketable product should therefore:

A Take into account the needs and expectations of the citizen/mobile worker ;

But still:

A Berealistic dtechnic wise t regarding the possibilities and capabilities of the
NTS, data providers but also the central ETS-ecosystem;

A Berealistic dtime wise t possible implementation in the near future . The goal of
this track in the ETS-project was to explore what could berealized in atime frame

of 3to 5 years.

21 A Minimum Marketable Product (MMP) could be the next practical step after MVP (minimum viable product)
in the product development process. While an MVP focuses on validating assumptions and learning about
your users preferences, an MMP incorporates a core set of functionalities that addresses customer/ user

MMP primarily is a tool to reduce time -to-market and: It can be launched more quickly than a fat, feature-rich
product. (Source: https://rolandwanner.com/minimummarketable -product -in-agile-product -development/)



This minimum marketable product thus balances the need for an extension of the
functionality for the user with the availability of the necessary building blocks on the side
of the project partners in order to limit the time to market asmuch aspossible.

Approach and methodology

The scope of this minimum marketable product was refined in different workshops
with NTS-representatives (BE,SE,NL, DK and DE), mainly coming from countries
represented in the ETSconsortium.

Bothand o u t s i-approachrt starting from the mobile workers needs and expec- tations
as and i ns i d-eappooach 8tarting from the current NTS pension overview were
combined to cometo arelevant and realistic proposition.

Why did we not only follow the user centric design appro@d¢hTS have on the national level

already defined what the bestway is to communicate given the specificities of their

national pension landscape.All NTS have already made choicesto communi - cate in

OTT wOOUUOwWUUT Uwi Ubl OE Oa w pdppraaah wasithD @ifing Uriessios DOUDPET woOU
maximally capitalize on the experiencethat NTS bring to the table.

ETS should not only capitalize on the NTS experience but also on the already existing
building blocks at the national level. Finding a common denominator in the informa - tion
NTS are already offering could be away to reduce the project costat the NTS/ data
provider level and limit ETS-specific development.

Moreover, in the refinement workshops becameclear that coherency of communi -
cation between the s %8poral and the - 3 2 gva$ an important design principle for
the NTS-representatives. Coherency between different sources of information on the same
pension data is necessary to not confuse the mobile citizen in a knowledge area that is
already considered complex.

Taking the crucial questions of the citizen on his pension as a starting point, we used
Ol 1T wEUUUI O0w-32wsUOOUUPOOUZWEUWEOwWDPOUxXxDUEUDPOOWEEU
T PEOI WEOEWEOOEUI Ul w311 whpPEIT wYEUDPI Uawodi wOEC
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Starting point: the needs and expectations of the citizen/mobile worker
Stating that ETS will meet all expectations and needs of the citizen/mobile worker
is unrealistic given the complexity and variety of the pension landscape in Europe.
Both for the general pension information as for the personal pension information,
ETS will focus on answering the crucial questions of mobile citizens on their pen-
sion in Europe.

On the basis of the insights of the pension communication experts consulted dur -

ing the project, the crucial questions citizens have on their pension are quite
straightforward:
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apension?
Who can | contact for it?
is it?

will | getit?

Next to knowing what questions we are going to answer, we also explored on which

sxl OUPOOUZwPkPl wUT OUOEWEOUPT UwlT T Ul wagUl UUDPOOUWUOW
worker. How should 6 p e n sbie definéd in the minimum marketable product of the

ETS Pension Tracker?

Assumption is made that the first concern of a mobile worker is finding information
on his retirement pension. Find your pension would become find my retirement
pension.

This choice was also induced by the practical issues we could encounter: some NTS do

OOUwWl EYT wbOiI OUOEUPOOWOOWUUUYDPYOUZzZUwxT @UPOOOWOUT I
xUDYEEawbUUUI UBw OUI OUTT wbkPl WEUI WwEPEUI wUIl EwUUOUY
related entittements are very important, also for mobile workers, we did not do a

detailed feasibility analysis during the project workshops.

Given the focus on finding a minimum marketable product, other pension entitle -
ments including s u r v i beoefitd ae out of scopefor this phaseand focus is on
retirement pensions.

On this point there is a divergence with the general information part of the FYP -
x OUUEOwWwDOwPT PET wUOT 1 wbOi OUOEUDPOOWOOwWUT T wlUUYDBYC
questions of the pension landscapes.

So the mobile worker cannot find information on the acquired entitlement for survi - Y OUz U
or other benefits via the Pension Tracker but could receive general information via the
pension landscapes of the FYP-portal. Or could be referred to the NTS where all details

are available.

More details on the elaboration of the generic information part of the FYP-portal is
found in chapter 1.

A second assumption is that pensions that are already in a decumulation, pay-out
xT EUl wEOOZ UwOI I EwWUOWET wi OUOEwWEOaOOUI 6
ETS will focus on retirement pensions in the cumulation phase

ETSwill not provide information on survivor pensions or other pension benefits

ETSwill not provide information on pensionsin the decumulation phaseThecon-
clusion of the data model workshops was that answering these crucial questions for



retirement pensions in an understandable way and in aunique visualisation atthe
ETSlevel would already generate an important added value for the mobile worker in
Europe in comparison to the current situation.

To manage complexity, the implementation ofs EUU D O1 U Uutes WilDtenO O 7
ited on the ETS level. More concretely: ETS will show the data coming from the NTS/ data
providers on the FYP-portal without altering the data at the central level. All
specifications on the data have to be defined in the data model and delivered as such

by the data providers.

The development of coordination/calculation/business rules is too complex and
costly on the ETSlevel. As a consequence, ETS will not doprojections in the foreseen
timeframe of 3to 5years. If defined in the data model, NTS can provide projected
pension amounts to show on the FYP-portal.

Important nuance: Adding up gross amounts is not considered as altering data. As
long as the data standards are unambiguous clear and the data sources validate what
canbe added up, ETScould make an addition of the grossamounts on the FYP-portal.

Currently the following actions are identified ass O 6fl) E O fol the ETS level:

ETSwill not convert yearly annuity to monthly amounts
ETSwill not convert gross amounts to net
ETSwill not recalculate to EUR

ETSwill not do projections

ETS does not have to give full NTS functionality, nor provide a comprehensive over - view
on the personal pension situation to generate value for the mobile worker. This position
has been accepted by the ETSsteering committee and has led to a redefini - tion of
the basic value proposition for the ETS to:

Providing basicinformation on pensionsaccumulatedacrossthe EU and helping the individ-
ual in answeringtheir primary questionon thesepensions.

More details on the business model of ETS can be found in chapter 3.

Translating the Pension tracker product vision to a first tentative data

model

To realize the first stagesof the Pensiontracker product vision, aselaborated above,
only a subset of the data available on NTSlevel is necessary. This is visualised in the figure
below. This visual links the different stages of the Pension tracker product vision to the
data needed form the NTS-level. With at the core, the minimal viable product, followed
by the minimal marketable product and finally full NTS-functionality.
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complexity could be imagined between the minimum marketable product and
reaching full NTS functionality. Thesemilestones are not defined at this stage,since
focusis on delivering the minimal viable product and preparing the minimal mar-
ketable product.

P T
e Minimal viz
Data needed on ETSdevel  <-f.

All details on
retirement pensiens

Survivor's pensions

Other pension
related benefits

Data avallable on NTS-level

Figure 28:RelationshipPensiontrackerproductvision and keyattributes

What data is needed for the product vision?
For the minimal viable product which focuses on finding retirement pension enti-
tlements across Europe, the data is limited to:

1 An indication of whether or not there is a pension entitlement for the mobile
citizen at the consulted data provider

2 And if so:the contact details of the provider who can help the mobile citizen with
his further questions

3 Optional: the data provider could send an overview of the details of the pension
entittement in PDF-format, astoday implemented in the Proof of concept of
the Pension Tracker (seechapter 2 for all details). The content of the PDF is
completely defined by the data provider.

Delivering a PDF should be optional becausenot all potential data providers

have an off-the-shelf PDF solution and specific implementation of this PDF-
solution could become obsolete with the elaboration of the data model in later
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stagesof the Pensiontracker roadmap. In this caseareferenceto the NTS, in
addition to the contactdetails of the provider, could help the mobile worker
forward in finding the details of his pension entitlement.

For the minimal marketable product which focuseson answering crucial questions on
the found pension in an understandable and comparable way, the aforementioned data is
completed with data on:

The pension organiser ¢ often more recognizable for the mobile worker than the
pension provider ¢

How much the retirement pension is worth today, the pension amount

And when the mobile citizen can get it, the retirement age

Next challenge: defining common definitions

As straight forward the crucial questions of the mobile citizen are, even the trans -
lation to key attributes to answer these questions, the experience of the workshops
learn that it is far less straight forward to come to a clear and unique definition of
these attributes. This difficulty is induced by the complexity of pensions, but also by
the different pension architectures throughout Europe.

The following overview gives the current status of the reflection on the ETS -data
model. It is afirst tentative data model of the $ 3 Pension Tracker. But the work is
not finished, it is astarting point for the new to establish ETS-organisation who will
continue the work and bring this tentative model to maturity.



Attribute Goal of the field Definition
(E
sl Pension Answers the question Possible outcomes:
g status on what the result is 1 Yes:the citizen hasaretirement
o of the pension track- pension
ing proces 2 No: we cogld firld the citizen, but he
EOlI UOz Uwl EYI]l wEwUI
3 No: we E O U O EdntifyJhim,
becausethere are several matchesin
our databank
4 No: we E O U OiddbtifyUhim
5 Technical error
o
7‘_@ Pension Answers the question (Organisation) responsible for the
[ provider who is responsible management and payment of your
g for the pay out of your pension + contact details.
g8 pension.
=
O
O Pension Answers the question (Organisation which) offers a pension
organiser who is responsible scheme or pays contributions for
for organisation and your pension. Often your employer or
financing of your sector/industry.
pension.
& _ _
=N Pension Vestedreserves Accrued entitlements or accumu -
=N amount: lated capital taking into considera-
% tion the specific nature of the pen-
= DC-plan sion scheme.
(OwOOOPOEOWYEOUI wod
In national currency (if applicable) +
EUR.
Pension Entitlement Targeted amount with no new
amount: premiums.
(OwOOOPOEOWYEOUI wod
DB-plan In national currency (if applicable) +
EUR.
o
é Retirement | Age of the user on the Statutory retirement age, retirement
s age pension date/ ageof | agelaid down in the pension scheme

the user on which he
can receive his/her
pension

or estimated by the pension pro-
vider, or the retirement agesetby the
member. Age used to calculate the
projected pension benefit.

Tablel: Tentativedatamodebfthe$ 3 PensionTrackeroverviewofdefinitions
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To conclude this chapter we will give a short overview of the challenges we encoun-
tered in defining adata standard for thes T G3PU E fugestion.

Challenge: make pension amounts comparable and comprehensible
Pension entitlements are designed in various ways both in state as occupational pen-
sions.How canwe createaview that is comparable and comprehensible for the cit-
izen? How canwe translate this in aclear and comparable definition of the pension
EOOUOUWUOWET wUil OPOwWwOOwWUT T w$32zw/ 1 OUPOOW3UEEOI U

In the tentative data model the following choices are made:

There is a different definition for defined contribution (DC) and defined benefit
(DB) plans: vestedreservesin DC-plans, entittements in DB-plans.

For both definitions the focus is on what is sure/acquired today, so on the current
value of the pension entitlement, on the retirement age/date as shown, without
newpremiums.

For most mobile workers, we can suppose the pension plan is dormant,
but if the pension plan is active, this requirement of not projecting future
premiums can be challenging for the NTS/data provider

Moreover, if all amounts are expressedin the samecurrency, the logic tendency of
the citizen is compare or even add up the different pension amounts. How canwe
ensurethat the citizen getsall information sothe result of his comparison is reliable
enough, in terms of in line what he canexpectin real life? But also that the citizen is
aware of potential pitfalls or specificities?

Throughout the workshops the awarenessis grown that next to the common defi-
nitions, the data model should alsoleaveroom for contextual information the data
provider can/should provide with the data so that the user can better understand the
figures shown on the screen. For example: more information on the periodicity of the
pension payment (one time lumpsum, monthly E & O U b (oa thé gayment duration
POPIi 1T wOOOT OwUx1 EPI PEwx1T UPOEOG K6

To conclude, both the work on elaborating the definitions of the data model ason
deepening the data model with contextualisation possibilities are key successfac-

The contextualization with tailored information is described in Chapter 1.7.1
whereas the ETSfrontend setup is explained in Chapter 2.4s $ 32 OUa U Uil Oz 8



71



E \of
1 g‘."

The ETS association Is
founded by nine actors
In the pension sector




3. WS3:ETS

organisation
¢ conceptand
Initial setup

The ETS, when successful in the years to come,
will go through many stages of development
from the perspective of user engagement,

UUEOI T OOET UUz wbOYOOYI Ol O0OwUI

technology used, etc.

Each of these stages will come with its own requirements and challenges for the ETS
organisation. This isin line with the vision of EIOPA that pension tracking systems
(PTS)and the ETSshould be developed in a step- by- step approach aswell aswith
our project proposal.

But it also means there is not a single image of the future ETS organisation. With this
in mind, we decided to construct the image of the ETS organisation corresponding to
the first ETS version. That is (where functionality and number of connections is con-
cerned) the very first phaseof the ETS,one that hasthe potential to develop further,
but already has a sustainable structure.

Also important to note is that the findings of the TTYPE report with respectto the
ETSsorganisation did form animportant starting point for many of the discussions
and researchof the project. We did discuss and validate the conceptsand sugges
tions put forward in the report, but many of the basicideasremained unaltered.



3.1. Need for an organisation

The need for an organisation developing and operating the ETS was already addressed in
the TTYPEreport. Apart from the operation, all tasksrelated to the legal owner - ship
of the ETS also need to be taken care of. Finally, given the dependency of the ETSon other
European organisations (for example data and content providers), stake- holder
involvement needsto be organized aswell.

The properties of the ETSorganisation asthey are reflected in the business model,
the governance model and the legal structure depend on its purpose.

3.2. Purpose and dependencies

The purpose of ETS has been (indirectly) defined by the EC in that there is a necessity
for mobile workers to be able to track and trace their pensions. The project consor-
tium sharesthis assumption and has expressedthis in the ETSvision and mission.
So, the goal of the ETS organisation is to develop and operate a service that does justthat.

At the beginning of the project, we defined a mission and vision for the future ETS
organisation:

What is our vision? y So what does that mean for us?

All residents in Furopean countries Our mission is to create the means for people to get an overview of
should have access to information on the pension entitlements they have acquired across Europe and to
their pension entitiements no matter give them tailored as well as personal information on European
where they were acquired within pensions. We also aim to support pension tracking services and
Europe and regardless of their pension providers in communicating with their participants (or

country of residence. finding them).

We can take care of building the means to get the
information, but we can only get it to work if the

The information is there, it just

Without information, no
needs to be aggregated and
made accessible

insight, without insight
no informed decisions

European pensions sector actively participates.

How are we going to realize our mission?

+  We aim to create awareness and get engagement for our mission from the European pension sector (including
governments) by providing information on the project, support the creation of national tracking services, make NTS's
connect to the ETS, etc.

»  We will create an infrastructure for the collection of personal pension information (from all relevant Furopean pension
providers) so that the information becomes accessible.

=« We will create a platform that provides tailored information (to the needs of the user) on pensions across the
European countries as well as personalized information on pension entitlements.

Figure 29: Mission and vision for the future ETS organisationat the beginning.

Starting from this mission we used the following model to explore aspects of the
ETSorganisation and of its services.lIt is to show the dependenciesbetween several
aspectsof the ETSorganisation and how the businessmodel of the organisation is
related to the services provided by the portal.



EC:labour migrants need to be able to track and trace their

pensions. Challenge

EC: an EU portal that gives EU citizens information on the

pensions they accumulated across the EU: the ETS. Solution

Solution needs to be built,
developed and operated by
isation

Mission, vision,

Value proposition
provided and how to deliver

- Activities, resources,
CMS, authe| Infrastructure Organisation and ) d
etc. governance model costs and revenues.
Partners

Application

Figure30: Further explorationofthemissiont therelationbetweerorganisationrandservices.

This model roughly describes the approach we are taking in defining the future ETS

organisation. The strategy describing the way it wants to achieve the goals, the busi ness
model describing the value proposition of the ETS organisation (to a large part
provided by the ETS itself) and how it will deliver it. Then the organisational and gov -
ernance model to describe how the main tasks (Operation, ownership, stakeholder
management) are carried out and finally the legal structure of the organisation.

3.3. Digression: External Developments

The original ideas on the ETSwere developed in 2013and 2014.Many things have
changedsincethen, but the basicidea of the ETS,being a portal that would provide
pension information on entitlements accumulated across member states has not
changed. The project does not have the impression that the ETS concept is outdated,
or its necessityis lessurgent. But it doesrecognize the possibility that legal, techni-
cal, social or other types of developments could change the ideas about the challenge
or about the ETSasa solution. Therefore, we did an exploration sessionto identify
developments that could have an impact on the future ETS in either a positive or neg- ative
way. This kind of monitoring the conditions that influence the business model, should be
an ongoing part of the management of the future ETS organisation btw. The tree
most prominent developments in our eyes were:
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We seeseveralnew NTSsbeing establishedin Europe. Examplesare Germany,
the UK, Croatia, Austria. This of coursesupports the foundation of the ETS
where it needs NTSs as data sources. But it also shows that the concept of giving
acomprehensive overview ofan® O E B Y bpérsinQiguation is still avery
convincing solution. The ideas behind the new NTSs are also interesting because
they all did thorough research on the structure of current NTSs in other countries.
Of course, they had to modify the design to the specific properties of the pension
industry and needs and priorities of citizens in their own countries and fit it

into the dynamics and interests of their stakeholders. So,for the ETSthey are an
important learning ground.

Another observation is that we see existing NTSs have an internal focus, meaning
that they are driven by national developments in pensions, have national
stakeholders and are financed either through statefunding or through national
players in the pension sector. Their agendais basedon what happensin their
member state (changes in legislation, topics of national interest, etc.) and the
interests of their stakeholders. For most of the NTSs, mobile worker form only a
small portion of their users,sofacilitating them is not the highest on their priority
list. This of course doesnot help if the ETSseeksthe engagementof NTSs.

One development with significant impact is, that citizens are getting increasing
control over their own data, particularly data that is held by organisations and
governments. We seelegislation on PSD2and GDPR asan example andthe $ " z U w
open finance strategy as another. For citizens this means that pension data will

be available through a multitude of channels and that offering pension data might
becomesubjectto businessesof more service providers. One example of that is
NTSsbuilding / ( (Pdhmark, Netherlands) that make data transfer to other
organisations possible, another example is that of screen scraping tools. These
tools interact with existing applications to read the data that they show on the
user interface which canthen be used for other purposes. Websiteslike NTSs
have no influence over their use becausethey behavelike usersaccessingthe
website.

For the ETS it is important to realize that it might not have the monopoly on pen -

sion data that it gets from data sourceslike - 3 2 Edqually important is the notion

that mobile workers need information and answers rather than raw data. This is

POx OUUEOUwWI OUwUT | w$32zZUwWUUUEUI T awEOEWUOEI UODOI
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was, that the ETSwill have to move fast and establish a strong position in the field

of pension communication to citizens ahead of this development or change its

proposition



3.4. Value proposition and business model

The basicidea of the ETSis to help mobile workers assesgheir pension situation so
that they canactupon that information. ETSdoesthat on basisof personal pension
information that is explained and contextualised as well as the tailored information,
contact data and recommendations in order to activate the mobile workers to deal
with their pension situation. Sothat describesthe value proposition for the user.

But the ETSwill bedependent on NTSsand pension providers providing data and

supplying content. If there is no legal obligation for them to do this, they will need

an incentive. One incentive could be that the data the ETS has accumulated could be
transferred back to data providers if requested. A construction like that could make

it possible for acitizen to log on to his national tracking service and have it connect
to the ETSand gather the relevant pension data from other member states.An ETS
with this functionality doeshave an additional value proposition, one of a datahub

for NTSs.

The options for the ETS on value propositions are summarized in the diagram below.
Notice that the two bottom layers describe the ETS in its basic form as defined by
TTYPE and de project proposal.

Value proposition Opportunities Revenue options
4+ | Providing personal * Opening for a wide range of + Advertisements
pensions data to services + Subscriptions (of
other organisations commercial vendors)
(on basis of user + Fee per data-transaction
ETSasa consent)
data hub
Providing personal = Opening other trusted « Pension providers and
@ pensions data to channels for information NTS's. Membership fees or
pension providers provision on personal pension other forms of yearly
and NTS's (on basis situation contributions
| ofuserconsent)

ETSasa
— ®

Figure31:Value proposition and business maddepportunities and revenue options.

ETS level 1 ETS level 2

For the project it was clear that, though levels 3 and 4 offer clear additional value for future
stakeholders, they also come with a cost.
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Value proposition Issues Legal issues
Providing personal + Commercial application of the | * Contracts

pensions data to data (= organisations making
other organisations money on the data that is
(on basis of user provided by the ETS
consent) community)
Providing personal Misuse of personal data if it * GDPR data receivers
pensions data to falls in the wrong hands * Agreements between
pension providers What do pension providers ETS and data receivers
and NTS’s (on basis and NTS's (data receivers) do about liability, use of
of user consent) with the data? data, etc.

® 6 ©®

ETS level 1 ETS level 2

Figure 32: Value propositionand businessmodelt issuesand legal issues.

Assessment of the different value propositions

The data hub businesshasbeendiscussedwithin the project. Conclusion was that
this is a logical extension to the ETSs basic value proposition and should therefore be part
of its future service. However, at the same time this functionality would present the
ETS with legal (GDPR), security and political barriers that could discourage NTSs from
connecting. So,this option, eventhough interesting and in the future maybe even
unavoidable, was left out for the first scoping of the ETSin its initial phase.

When focussing on the ambition levels 1 and 2, the project initially defined avalue
proposition for usersbasedon aconceptof the ETS,like an NTS but on a European
level. This value essentially was: Presenting a comprehensive’ overview on the per - sonal
pension situation in addition to providing general pension info focused on the situation
of mobile worker. Research of WS2a has shown that this ambition level of
comprehensiveness is not feasible in the short term. Reasons for that are:

1 There are many differences in the information NTSs have and presentto their
users (someshow projections, others do not, someshow aU U U Y Dpésiory, dy
the combined pensions of partners, some show only DC plans, others both DB and
DC plans). Being dependent on the data that NTSswill beableand want to share,
on the short term the ETSwill needto belooking for acommon denominator in
terms of the information it canshow. In practice this meansit will only have a
reduced setof functionalities when compared to most NTSs.

2 Sinceyou need to define standards for every bit of information provided, the

22 Comprehensive in the same senseas NTSs with a detailed pension overview on all details of pension
entitlements



more information is put into the ETS,the more standards you need. That could
becomeextremely complicated and labour intensive becauseit requires a lot of
tuning.

We think that giving a comprehensive overview is not the only way to help mobile
workers. If the first need for mobile worker is to know if they accumulated a pension
in a specific country, getan impression of how much it is, get some basicquestions
answered and get help in exploring it deeper, this could be avery good start.

Starting from that viewpoint the basic value proposition for the ETS (with respect to
citizens) becomes:

Providing basic information on pensions accumulated across the EU and helping the
individual in answering their primary questions on thesepensions.

This value proposition canform the basisfor a businessmodel that could look like
this:

Key partners Key activities Value propositions C 1 hip C g
* Pension data providers * Developing and improving | Individuals * Automated * Mobile / cross border
like NTSs user interaction and ETS * Help individuals in finding workers, European
+ Content providers services accumulated pensions or citizens
* Funding partners * Developing and imp g p s in * NTS’s and pension
pension system content European member states providers
content * Answering basic
* Connecting NTSs questions
Key resources * Help in getting more Channels
+ Structured content on detailed information * ETS portal
pension systems across NTSs * NTS portals
member states * [Extra channel for labour
+ Personal Pension data migrants, that redirects
them to NTSs when they
have questions or need
additional info
Cost structure Revenue streams
* Customer research * EC
* Development of the platform and the connection concept *+ Other sources of public funding
+ Maintenance of the platform * NTS's
+ Connecting NTS's * Membership fees
* Finding and contracting new members

Figure 33: Draft versionof the businessmodel.

Conclusion:

This business model needs detailing. It is clear though that finding a sustainable
and sufficient income stream is going to be a challenge if it is primarily dependent
on contributions of private institutions including - 3 2 Fhééduced value propo-
sition makesthe construction of the ETSlesscomplicated and more feasible. But at
the sametime, it reducesthe number of opportunities for finding revenue streams
because the added value it delivers focuses on individuals and has less to offer to par
ticipating organisations, making it lessinteresting for many organisations to invest
in and fund. On the other hand, pursuing own interest of participating institutions
may not bein line with the understanding of pension tracking systemsdefined by
EIOPA in 2021, meaning that a business model that is built on private funding only or
aspredominant financing doesnot fulfil the requirements posed by EIOPA.

Guo 79 GUE~



$(./ wiEUwOOOO!I EwWEUWT OY brd & Bt vienditEd welU wdvOUw/ 32z Uw
erned PTS wil!]l foster citizensd trust and shoul d
ciples of good governance listed below:

/& Non -profit
Independence
Credibility

/& Transparency.

Pension Tracking Systems are labelled by$ ( . / WE U wE w s XTHeBp@ocE wi OOE 7
good attributes of a PTS would rule out a commercial governance model such as

privately -owned, for -profit entities, hence leaving two possible governance

structures of non-profit PTS:apublic entity and apublic dprivate partnership. In

EI-OPAG s vi e w,-private partpetsiig moael provides ad-ditional advan  -tages

such as pooling together resources, expertise and innovation from both public

and private sectors and fostering the involvement from representatives of

pension funds and providers.

In case the EC embraces this consideration, it means that the development and operation
of the ETScould be understood asapublic task. Furthermore, this could lead to the
situation that providing data to it could become less voluntary. However, the
considerations of EIOPA on principles of good governance arein line with what we
already considered earlier when exploring the governance model.

Organisation and governance model
The organisation form of the ETS should supports its business model.

Basicstarting point (also partly mentioned in the proposal) for the governance and
organisation of the ETS:

1 It should be a structure that incorporates stakeholder involvement, legal
ownership and operation of the ETS services

2 It should have a governance model in which members govern the ETS
organisation

w

It should be non-profit, not owned by others and financially independent

4 It should be ready for expanding to other value propositions (like ETS as a data
hub)

5 Several options for the legal form were suggested: including the German
association or Belgian non-profit society.

6 The initial setup should be simple and practical but with future growth in mind.

23 In the technical advice of EIOPA, No. 22,page 11/116,EIOPA U U E Un fatt) @PTSasatrustworthy 6 pub | i ¢
g o0 o ($eesection on governance) can help people better trace their pensions (minimise the risk of s O ® G U z
and hence unclaimed pension entitlements), trust in the pension system through greater transparency,
provide them with information to engagewith their pension fund (e.g.increasecontributions), and facilitate
financial planning. Nearly the same scope and goals also hold true for the European Tracking Service (ETS).



The basic idea behind the organisation was that national PTSsand pension providers
do not just connect to the ETS. They would become a member of the ETS organisatiorand,
consequently, get direct influence in it. Another consequencewould be that by
appropriate membership regulations, much of the groundwork for alegal basisfor
exchanging pension information could already be done.

The starting point for our decision -making process on the legal form was the ETS
project proposal which stated that the ETScould have severallegal forms: ? U lin -
ited liability company, the associationand thei O U O E E Il Brée0td arrive at the
bestresult, we developed exclusion criteria (again on the basisof the ETSproposal)
which corresponded to necessary characteristics which the ETS should have. The
registered non-profit association according to the German civil code scored the best
on all of the criteria

Exclusion criteria Definition

Not for profit A legal structure which allows us not pursue
economic profit targets.

Flexible shape resp. body = A legal structure which provides leeway in designing
the future ETS and supports the basic underlying
principles. (TTYPE/ETS Proposal).

Easy access for possible A legal structure which allows growth resp, the

partners incorporation of possible partnersin the future ETS.

Easy to set up A legal structure which allows am effective and
quick founding procedure with few administrative
barriers.*

Cost oriented A legal structure which offers the possibility to keep

costs as low as possible (No starting capital, low
funding costs).

Figure34:Exclusioncriteriaandhowthesearedefined.
So, the basics of the proposed governance structure were:

The basic legal structure is a registered association according to German law

The members of the association define its purpose and direction. Membership is
voluntary

The association has statutes that describethe O U T E O b (hga3 Hav&rmante
and regulations and the members responsibilities

The General Assembly appoints a Board that monitors the realisation of the

A Members meet and decide upon key issuesin the General Assembly
OUT EOP WEEED OOz U

NTS/PTS committee is built to secure participation in decisions regarding data
exchange and presentation

Guo &1 GUE~



How we developed the initial ETS
organisation

After the two main products of the project were essentially developed in 2021and
regular discussionswith the circle of national PTShad taken place, the work for the
establishment of a supporting organisation could begin. The project proposal (page
60)already foresaw that at agiven point during the project the entity would be offi -
cially established, and tasks and responsibility should be carried over from project
partners to the new executing ETS organisation.

In September 2021, members of the project group discussed the issues of govern
anceand businessmodel in the light of the external developments described above
(see3.3),aswell as$ ( . / draftUrA on Pension Tracking and its implications. The
results were summarized and discussed by the PSCmembersin October 2021.

The PSCagreedthat the EIOPA consultation paper? 3 1 E 1 &oRiée BrQhe devel-
opment of pension tracking U a U Ul pfduded valuable input for the governance of
the ETS organisation and that the $ ( . / figdidgs essentially confirmed the results
of the WS 3 work regarding the governance model. Furthermore, it was concluded in
the meeting that following the ? x U EIO®@ Eansiderations of EIOPA, the ETS with
its already established deliverables and products would need a holder organisation to
promote the service and apply for the necessary financial resources to run and
manage it. Finally, asit was now a matter of completing the project tasks, the PSC
agreed upon setting up a task force, to draw up a concept and discuss the conditions
and details of the organisation to be founded in 2022.

A first concept of the taskforce was sentto the members of the PSCat the beginning

of the year 2022, followed by a set of bilateral talks, in order to compile the basic prin-
ciples and decide on the next stepsto setup the association.During a meeting held

in Rolduc in the Netherlands, the project partners managed to agreeon the first ele-
ments and open issueswere put on the table to bereconsidered. A general govern-
ance model was included in the intermediate report to be delivered to the European

Commission in spring 2022,published in summer on the FYP website. By May 2022
the task force had drafted a detailed first edition of statutes together with an explan - atory

memorandum on how the management and liability of an association under

German law is constructed.

After aprocessof finalizing the statutestogether with legal and tax consultants, the
decision on the first set of ETS statutes could be prepared and clarified internally by
the single institutions forming the project consortium.



Most important elements and characteristics of the ETS association to be
founded

The following preliminary considerations played a role in the choice of a suitable
organisational form: The initial ETS organization should be structured as a lean and
effective organization, but scalablefor the requirements of the ETSto be developed
later with more members and connections. Therefore, it was suggestedto choosea
registered association under the German Civil Code as the legal form. The currently
existing European legal forms were examined, but could not offer a more suitable
framework. The only alternative was a Belgian non -profit association. For project-or-
ganisational reasons,the associationunder German law was suggested.To setup a
German association, sevenfounding members are necessary.The ETSconsortium
comprises eight members. Therefore, the basic consideration was, to found the asse
ciation together w ith the consortium members.

The legal form of an association (eingetragener Verein) provides the necessaryflex-
ibility to allow for growth and development, aswell ascost efficiency, which is of
coursereflected in the governance model. The associationneedsanon-commercial
purpose to be acknowledged as non for profit. The purpose has to be defined clearly
in the statutes.

Preamble of the ETS Statutes

Understandable information on various national pension schemes and different
sources of retirement income, whether public or private or private-public, within
Europe should be publicly available. Moreover, every person should have access to
information on its pension entitlements acquired within Europe regardless of such
person’s country of residence and no matter in which European country these enti-
tlements were acquired. Therefore, a pan-European pension tracking system shall
be established and continuously developed. In line with the advice of the European
Insurance and Occupational Pensions Authority (EIOPA) to the European Commission on
the development of pension tracking systems, the main goal of a pension tracking system
is to provide an overview of individualized, objective and impartial informa - tion to the
users about their accrued entitlements and projected retirement income provided

by various pension sources in a simple and understandable manner. This shall also

contribute to a sensible decision-making and sound financial planning of the
individuals for their retirement. Creating transparency, in cooperation with
national pension tracking systems, about retirement incomes available and accrued across
Europe also promotes the free movement of people and workers within Europe.




Necessarybodies prescribed by law are the General Assembly and the Board. The
governance model has to be laid down in the statutes. The ETS statutes foresee 4
bodies of the association:

The General Assembly

The Board of Directors including an Executive Board
The Advisory Committee

The PTS(NTS) Committee

A WDN P

The structure of the governing bodies and other roles are described in the organisa-
tion chart below:

J

AdViSOFY { Advises\.if'\

>

Committee ‘ % ' Board

In;truc:its

Managing
votes Director

General Assembly
Members of the association are
represented in the General Assembly

Figure 35: Structure of thegoverning bodieand otheroles

1) The General Assembly

The members of the ETS association form the General Assembly* . Membership will
be open for stakeholders from all pension pillars, private and public entities engaged
in the process of pension administration (primary process chain, no consultants).
Members would be only legal entities from public and private sector because we
believe like EIOPA in the advantages of a public private partnership that brings
together the bestcompetencesand practices. A public private partnership ensures
an exchangebetween stakeholders aswell asthe different sourcesand categoriesof
pensions. Additionally, it is guaranteed that neither national nor single stakeholder
interest would det ermine the strategy and business model to ensure that mobile
workers are in the focus of the ETS.

24 The General Assembly can be competent for:
J Control of the Board by accepting the annual report and finances
J decisions about the budget for the coming year
J changes of the purpose of the association by approval of all members

J changes of the statutes
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Members of the ETS may participate in the work of the association differently,
depending on the engagementin connections or content provision. In addition, all
memberswill be charged a membership feeto be defined. In exchangethey will be
able to join the work of the ETS work groups on best practise in pension communica- tion
etc. However, membership fees will only cover the very basic costs of the ETS. To
fully develop and evolve, the ETS will need public European funding.

Thedraft statutesdefinethe membersfthe ETSassociatiomsfollows:

Acquisition of Membership

Membership is open to national Pension Tracking Services.National Pension
Tracking Services(PTS)are public, or private or public -private entities,
irrespective of their legal form, who offer digital services which can be accessed
by nationals and other eligible personsin order to receive personalized
information about their respective pension entitlements accrued in countries
of the European Union and/or of the European Economic Area. To this end, a
PTS brings together information and data coming from all or a major part of the
statutory, occupational and/or private pension providers in agiven country.
Membership is additionally open to private and public or public -private
institutions, irrespective of their legal form, providing and/or administering
pension provisions. Theseinstitutions may cover statutory and complementary
as well as supplementary, occupational and personal pensions. Examples of such
institutions are:

(a) Statutory pension institutions.
(b) Institutions of complementary or occupational retirement provision.
(c) Institutions, that offer personal pension products.

Membership is also open to organisations as well as associations professionally
dealing with the topic of pensions.

The Board of Directors

The responsibilities of the Board of Directors are described in the Statutes. The man
agement of the ETSin the early initial phase will be provided by one or two members
of the Board who are elected by the entire Board as first and second chairperson tak-
ing over the role of the Executive Board respectively be the legal representatives of
the ETSorganisation”. At a point to be defined when businessis increasing, aman-
aging director would be hired who will be delegated to take over the tasks of the daily
managementund would not be a member of the Board. All tasksand competences
will be described in the statutes.

The term ? | O E @déarding to the German law on associations means ? Ullegal Ui x Ui U1 Gfte0D Y »
association. The Board represents the association judicially and in- and out-of-court.



In order to ensure a balanced and competent representation by the members of the

Board, its composition should be defined in the statutes of the association accord-

ing to certain criteria. For this reason, the statutes stipulate that the Board shall be

composed of a fixed number of representatives from 3 categories: Representatives of
National Pension Tracking Institutions (PTSs),an equal number of representatives

of pension insurance institutions providing or administering pension benefits, and

a representative of other organisations/associations dealing with pension provision. In

addition, a maximum number of possible representatives of a country can also be

specified in the statutes, sothat abalancedrepresentation is achieved. This ensures
that neither national interests nor the interests of individual stakeholders determine the

strategy and business model of the ETSto ensure that mobile workers are at the

centre of the ETS.

passive election right is in away restricted. Thisway any? UE O1 @.Y.bf private
pension industry or any unbalanced country representation can be avoided. The
proposal on the regulated composition of the Board is inspired by settlements of
the Steering Committee of the newly established German agency for digital pension
overview.

The Advisory Committee
Furthermore, the suggested statutes comprise the establishment of a small Advisory
Committee in order to ensure participation of important stakeholders that do not fit
in the categoriesdefined for the Board of Directors composition. For example, con-
sumer representatives, social partners, representatives from science and research
aswell asEuropean authorities. The Committee may assistthe Board in achieving
the objectives set in the statutes by making recommendations.

Expert groups may assist the Board in technical questions and/or may undertake
tasks which were assigned to them.

The PTS (NTS) Committee

The 4th body is a specific PTScommittee which will have animportant role in the
decision process regarding the data model and data transfer conditions. In the

beginning of the project, it was proposed to address mainly PTSsand gain them as
members for the ETS (meaning also in the managing body). Admittedly, the national PTSs
play avital role for the ETSbut they have completely different forms of setups and

governance. Therefore, it will be in the sphere of the PTSsand their stakeholders to

decide on the representation in the ETS and that may complicate the process of
membership.

Furthermore, the statutes foresee a defined representation of a certain number of
PTSsin the Board but among other stakeholders. This way, the participation of PTSs
is securedbut without overwhelming them with the responsibility for the develop-
ment and management of the entire ETS.



In our point of view, this proposition is ideal. It is ready for enlarging the number
of members but not too complicated in governance and management. On the one
hand the membership is not limited to PTSsbut at the same time, we make sure that
this group is well represented and has an impact on the decisions regarding trans-
mission of personal data. This alsofits in with the fact that the ETSis not acopy of a
national PTS. The European pension overview is mainly composed of data from the
connected national PTS,but hasits own focus and features. The aim is not to create
afurther European servicein addition to the national services,but a servicethat is
dedicated to the needsand special features of an international careerand thus also
represents a necessary supplement to the national PTS.

Financing the ETS and risk mitigation

The statutes of the ETSAssociation regulate its possible income: Membership fees,
donations and funding from public donors. As already mentioned, EIOPA outlines in

its report that the principles of good governance mentioned above will foster the citi -4 1 O Uz
trust in a pension tracking system. The qualification or definition as public good is
justified among others through the fact that PTS provide services for citizens freely
providers. This assessment leads to a change in the basic assumptions that still influ enced

the business model in the TTYPE project which assumed a potential service
provided voluntarily and under the exclusive financing of certain providers. In order

to reach long-term financial self-sustainability, this would by nature require that the
providers also acquire a significant measurable value through this.

$ ( . / assddsmentonfirms that aservicethat is above all, independent, non-for -
profit, credible and transparent does not at all just serve the interests of its provid -
ersand cannot befinanced purely privately unlessthere is alegal obligation on the
providers to make it available. However, such alegal obligation does not yet exist
for aEuropean service. Furthermore, EIOPA points out that evenwith alegal regu-
lation, co-financing of the TSby the public and private sectorsguaranteesfreedom
from conflicts of interest and neutrality of the information provided. In this respect,
although it is not necessaryto organise a public ownership of the ETS,in the view
of the consortium members, it is necessary to organise a privatepublic funding.
Considering the additional costs to those already existing at the national level, espe- cially
for the PTS,but alsofor the providers behind it, public funding must for this reason
make up the vast majority of the revenue. This is further underpinned by the non-for -
profit status of the ETS association.

Looking forward to the rollout phaseof the ETSthis meansthat the terms and con-
ditions of any funding agreement should consider the fact that association mem -
bers are free to join and leave the association, albeit subject to certain deadlines.
Therefore, it hasto be acknowledged that the community of members will have to
make sure that they will not be exposedto inadequate financial risks.



3.7. ETS and GDPR compliance

Personal pension data providers —> m _>

ETS as a portal
A B C

Figure 36: Legalrestrictions.

Introduction
The ETS gets pension data from data providers (mostly NTSs) and presents them
to the individual that requested information. So the ETS processes personal data.
Looking at it from a compliance perspective, there could be several legal restrictions
in play here:

A Legal restrictions that apply for the data providers with respectto processing the
data

B Legal restrictions that apply for the data provider to transfer data to the ETS

C Legal restrictions that apply for the ETS to process the data

In all cases, GDPR applies. In addition to that, additional national legislation may

apply as well. Realizing that this topic is very relevant for the ETS and that legal

Ul UODUPEUDPOOUWEOUOEWT EOxT UwUT T w$32zUWEI YI 0O0x 0l OU0C
deeply into this topic. The purpose was to explore the options for a solid legal frame -
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So we did a survey with legal experts from different member states (Denmark,
Netherlands, Germany, Belgium, Sweden, France)to seehow legislation and par-
ticularly GDPR, helps or hinders the operation of their national (future) NTS and how they

deal with it. We also looked into how these- 3 2 feditimise their own processing of the
data (topic A) and the possibilities for exchange of the data with the ETS (topic B).

After the evaluation we shared the findings with the data protection consultant that
analysed these and the legal position. The expert opinion is attached to the report and
recommends to conclude a processorcontroller -contract. So the NTS are the controlers
and the ETS is their processor.

These structure enables the NTS and ETS to work closely together and illustrate the
structure of the ETS in that the NTS are involved stakeholders.

Furthermore it is also possible to develop the data protection structure with a possible ETS
structure. Should the ETS get a legal basis in future, the structure could be changed to a
collaboration between responsible parties with the consent of the stakeholders.



Find Your Pension soon provides
help to all mobile workers In
thirty European countries



4. WS4
Building the
ETSnetwork

Setting up the Pilot ETS is not just a technical
exercise, it is a real communication challenge
as well. The project proposed by the consortium
included an extensive communication strategy
towards existing and potential stakeholders (such
as NTSs, pension providers, pension funds etc.)
and end users (individual pension plan members)

during the course of the project.

Objectives of this communication strategy are:

Raising awareness
Mobilizing relevant stakeholders
Striving for broad interest

T>o T>o >0 T>o

Buy in of pension providers and NTSswithout forgetting the wider community of
pension stakeholders.

A corporate design was created and is used for the project communication includ -
ing logos, defined colors and font, a standard presentation and a mood board. At the same
time the website has to find its users. The users of the already existing FYPwebsite
(approximately 100.000 users annually) will be informed about the new ETSand
probably be its first customers. To gain the attention of additional users a com-
munication strategy is needed for the roll -out-phase that involves associations of



certain professions and employees aswell asemployers and brancheswhere pro-
fessionalmobility is agiven fact. Thosestakeholders are the gateway to addressthe
mobile workforce in Europe.

European Tracking Service on Pensions

The story of 10 million

Connecting all mobile workers in Europe. Will you join us?

In 2022a new communication strategy was createdin order to clarify the need for
FYP.A new strategy was neededto present a solid roadmap, creating clarity and a
spot on the horizon for all stakeholders and to establishafoundation for communi -
cating and engaging with data partners on the ETS association. The strategy is based
on appealing stories to clarify the need for FYP. These stories are supported by a
remarkable and recognizable creative conceptand laid down in anintegrated con-
tent plan (expressionsfor Linkedln, DM, Advertisement in professional literature,
etc.).

This strategy led to a campaign to raise awarenessof stakeholders. This campaign

s 3 Istbry O itefls, using stories behind the numbers, where the ETSstands for and
makes an appeal on stakeholders to be involved. The campaign was launched during

the s $ Pmject event featuring the EU forum on pension E © O O U O b GrEBedind O z
and was well received.

At a later stage the campaign can and will also be used to inform end users about the ETS
and FYP and how it can be used.

4.1. Raising awareness and mobilizing relevant
stakeholders

End users
In order for the project to start communicating with potential end usersfirst more
general (and personal) information, seePoC and Portal, on pensions in different



member states has to be included. Through the portal we still communicate with the
existing end users about the progress of the project, events and portal updates.

During the development of the new Find Your Pension -portal, which went live in Q4 2021,
several usertests were held to check the userfriendliness of the portal and the
information communicated through the portal.

Stakeholders

Sincethe start of the project involving stakeholdersin the (technical) development
of the portal and information provided through the portal was animportant part of
the project.

Therefore, the project started with identifying the stakeholders for the ETS. These are
on a national level: National Tracking Services, Pension Providers, National Pension
Federations and Ministries of Social Affairs. On a European Level, stakeholders are:
European Associations like AEIP, Pensions Europe and insurance Europe, European
Social Partners like Business Europe, European Trade Union Confederation and
European Construction Industry Federation. Last there are the international organ -
izations as NG. z UOQw( +. WEOQEwW. $" #w6 OUODPOT w/ EVUVaAwOOwW/ UDbYEI
EPEOZUwPOYOOYI wUIl PUWOEUUWTI UOUx wOi wUUEOI T OOET UUwU

Also, decision makers on a European Level were identified as important stakeholders
for the project. Sincethe beginning of the project members of the project have been
frequently in touch with DG EMPL/VISMA, EIOPA and OPSG, European Parliament and
Presidency of the European Council in order to keepthem updated on the pro- jects
developments and providing input on for example pension communication.

PTSs

As the ETSproject depends on data and information provided by NTSs much effort
throughout the project is put in having them involved in the development of the por-
tal, technical-, data- and communication standards and governance model. Surveys
and bilateral talks with NTSsfrom different member stateswere used to get input
on technical-, data- and communication standards and the governance model of the
ETS.

The information retrieved through the surveys and bilateral talks was periodically
discussed in NTS meetings, which were also open to other stakeholders, to get a common
sense on the development of the ETS. The meetings were also used to update thBITSson
the progress of the ETS-project and sharebestpractices between NTSs. As we seeit
the NTS meetings are a forerunner for a forum on pension communication.

In 2022, founding of the ETS-association became in focus. Contacts with the French,

#UUET WEOEW#EODUT w- 32VUwEI EEOT wOOUI wi OO OUB w- OUwN L
of the ETS state of play, but also to get them involved in the ETSorganization from the

start or at the early beginning.



Broadening the horizon

To get other stakeholders involved in the ETS-project the project also invested in
research on pension communication and pensions across borders (which diffi-
culties do mobile workers face). The research reports were published and sent to
different stakeholders, participants and other interested parties. To reach a broad
audience the reports were made public during special events, mostly webinars, on
the topic researched.In 2021the project organized awebinar during the European
Retirement Week. During the European Retirement Week, which became a recurringevent
on the event calendar in Brussels,the associationsaim to provide a platform for a
wide range of stakeholders to debate the future of pensionsin Europe and to raise
EPUP&A]l OUzZwEPEUI OT UUwOT wiOT T wdOI T EwUOWUEY! wi OUw
Retirement Week in 2022 the ETSproject will host its final event.

Forum on Pension Communication

We will continue the various exchange with different stakeholders. The ETS will

TTUITEaAawUl UYT WEUWEW%OUUOwWOOwW/ 1 OUPOOw" OOGOUDBPEEUDOC
nical advice on the development of NTSs. The input from various stakeholders can be

combined in order to work on technical aspects of providing personal data as well as

offering tailored information to enable the citizen to understand and take action.

Figure 38 shows the institutions which can deliver input for the forum as well as the

possible outcome and benefit of the exchange.

NTS representatives Work on joint
Pension Peoviders European data model

StatePensioen European Forum Discusstechnical
Institutions on Pension features and technical

Associations Communication setup (API etc.) for
connection of PTSs

Researchers
Authorities Discuss framework
EIOPA communication

concept and work on
EC the E O U O (perBibnU z
landscapes

ETS EuropeanForum on Pensioncommunication.

Outlook to 2023 and further

On January 1st 2023 the ETS association will formally start. This will be announced
during the final event in Brussels. After its start, the ETS association will aim to attract
more NTSs and pension providers to become involved. Not only to share data using
the PoC (for NTSs), but also to exchange ideas/best practices in the Forum on Pension
Communication and work on the communication strategy and campaign to make sur e
the end user will became more involved in and informed about ETS.



The story of 2023

The year ETS will
start. Will you
construct the future
with us?

Events

During the causeof the Project, the ETShasbeen presented on several events and
meetings. Some examples are listed below.

To oo ToT>oT>e  T>o T>oT>oTo To TSo To

ETS Kick-off-event

3 Webinars on pension communication

3 Open information meetings of EAPSPI

3 European Social Insurance Platform (ESIP) pension committee
Mutual learning sessionon CMU

Technical Assistance and Information Exchange (TAIEX) meeting

European Association of Paritarian Institutions (AEIP) conference, 2 AEIP work
group meeting

Several ETS/NTS meeting
The Employment and Social Innovation (EaSl) conference

German Association of Insurance Law and Design (GVG) conference, 3
presentations at committee meetings

ETS project event featuring the EU forum on pension communication
ETS Final Event: Ready for Take-Off! During the European Retirement Week

Examples publications:

A
A
A

A

8 Newsletters

ETSsurvey s # D1 @sidrOcommunication in Europe ¢ state of play 2019
3IPEarticles

3 pressreleases

2 European Pension articles

J Brochure about ETS

J 10 LinkedIn -posts
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tory
of 2023

The ETSassociationis about
to start. Will you join us?



5. Towards the
fully functional
ETS

5.1. Setup of the ETS: The first steps are taken

The ETS Pilot is built. At the end of 2021we createdthe important building blocks
for the ETSwith the FYP Portal. In order to support usersin finding their pension
provision and acquired entitlements, even with their professional career in different
countries, two elements are important:

First, comprehensible, and tailored information that answers the U U1 thbbky impor -
tant questions and encouragesthem to take necessaryactions such asaccountclar-
ifications. Secondly, a pension tracker that helps usersto find their entittements and
get an overview of how much they are. An important prerequisite for compiling the

personal information via the ETSis of course that the existing PTSsare ? EOOOI EUI E~2 &

Progress made in the ETS setting. To connect more data sources(PTSs),the tech-
nical meansof APIs remains the most appropriate way and developing an interface
doesnot present a big issue.According to $ ( . / TegcHhuical Advice financial sup-
port would also be possible*. Furthermore, both according to EIOPA and following

our discussionswith the PTSgroup, thePTSsshould use an authentication method
recognized in the elIDAS framework to enable mobile users to access the national
systems directly or through the ETS. The emerging systems in Germany and Austria
will fulfil this requirement from the very beginning.

The next step is to start rolling out the Pilot. After the first elements of a suitable
and feasible data structure have been worked out, we will continue - as proposed by

26 Seechapter 4.4, no. 229, page 88/116in $ ( . / TA &s mentioned above
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EI-OPA - to specify this European data model and develop it together with the national
PTSsinvolved. Here we will follow the original proposal to implement the concept
of a consolidated pension overview in the rollout phasein a step-by-step approach
from a functional as well as a technical point of view. This progressive approach will
be necessary since it first requires the connection of further PTSs besides Belgium
to fill this overview with data. The connection conceptasdescribed in the proposal
{ allowing data transmission in the format of the source (=Level 2), while creating a
European data model which should be the basis for a consolidated overview (= Level
3)in the future hasbeenconfirmed through the work with national PTSs.However,
the option to create a personal provider list manually and make use of the FYP dash- board
is part of the actual ETSfunctionalities and will play along term role aswell until it
is possible to obtain data from all countries. The general information on the
individual countries and how to deal with mobile careers in matters of old -age provi- sion
must also be completed in a step-by-step approach.

A joint task to fulfil the rights to execute professional mobility.

The task to fulfil the ETS vision and mission can only be reached in partnership.
It will require the participation of stakeholders in the national pension sectors to
contribute and support the ETS Association. From the very beginning, the ETS was a
stakeholder driven initiative. Also, to cover the diverse pension landscapesin Europe
with the different forms of pension provision a broad participation of the players
involved is requested. During the past four years, the project managed to create and
broaden the ETS community. With the foundation of the new ETS Association, the
Ol ElT UUEUaAwi UGEEOI OUwWPUWEUDPOUWEOGEWET OOGUUUEUI UwuUl
ous intention to pursue the ETS mission. This ETS association promotes and will
manage a European Forum on Pension Communication . This network of actors can
learn from each other and help towards shaping the further development of user -
friendly pension information. A first example was the ETS event in Berlin on the 29th
of September 2022. The interest and participation of various stakeholders from dif -
ferent pension sectors etc. has shown the potential off such a format not only for the
ETS.

The ETSAssociation seeksthe membership of stakeholders from all kinds of pen-
sion provision in Europe. PTSsplay a prominent and important role in this regard,
as they are the main sources of personal pension information. However, as EIOPA’s
Technical Advice hasshown, ownership, governance and participation differ from
country to country. Following this diversity, the ETSgovernance model encourages
participation of all groups of stakeholders.

In addition, as EIOPA rightly pointed out, due to its portfolio, a tracking service must
always actin the public interest. There is no doubt that this also holds true for the
European Tracking Service.This meansthat a balanced cooperation of the differ -
ent actorsin the interest of the usersis essential. Working in the framework of a
public -private partnership is the appropriate basis and foreseenasthe ETSgov-
ernance model to administer and manage the service as described in chapter 3 of
this report.
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Public funding will be essential.

According to the described attributes of PTSsaswell asthe ETS”, public funding is
needed to secure that the ETS can operate independently, neutrally and on a not
for-profit basis.Revenues/incomecanonly comefrom grants and, to a lesserextent,
from membership fees,asany form of advertising or influence for private interests
would be counter to the intended characteristics of independence and neutrality. As a
truly European service the public authority to be addressed with this request would be
the European Commission.

Strategic aspectsfor the rollout

The implementation and complete realization of the ETS is complex due to the num-
ber of different states and pension providers involved. Therefore, the ETS Association will
needtime and resourcesto optimize the ETSapplications and the implementa- tion
plan. , Our initial project approach , built on the findings of the TTYPE recom-
mendations, hasbeenfully confirmed through the work undertaken by the project:
A progressive approach will be the suitable way to set up the European Tracking
Service.

Scopeof the ETS
The ETS Association pursues the following vision:

? @€)dentsin the European countries should have accesgo information on their

pension entitlements no matter where they were acquired within Europe and regard - less
of their country of U1 U D E IIn@ri@dr @ achieveour vision, the project consor- tium

has delivered the first tools and a framework to now start with the rollout of the
ETS deliverables. The complex task to realize the European Tracking Service on
Pensionscomprises different aspects,target groups and fields of activities.

Following the defined vision and mission and based on the experiences of the project
work, strategic goals have been defined:

ETS with its FindyourPension portal supports mobile workers to manage their
pensions as well as pension provision.

ETS/FYP searchesindividual pension entittements in Europe and presents users
their pension overview.

ETS provides best practice exchange and mutual learning in its European Forum
on Pension Communication.

ETS supports the establishment of new national pension tracking services.

ETS enables national PTSsto optimize information offered to their clients with
periods abroad.

EIOPA TA, chapter 4.4, No. 228, 229, page 88/116
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Furthermore, the project consortium has agreed upon values for the ETS that can be
summarized to the motto of ? %D @nhtbin and E E U b YdeddribmgOthe main targets
of the ETS/FYPportal. The three different elements of the service are already real-
ized in the pilot applications. By making more personal data accessibleand realizing
the integration of personal and general but tailored information these values wiill
have to be considered permanently.

5.2.2 Continuation of the step-by-step approach

The setup of a fully functional ETS has to follow different phases with different focus and
activities. In the project proposal (page 19 and 66) we assumed 3 phasesto set up
the ETSin full. After the pilot project, the ETSshould enter arollout phase,last-ing
5 years in order to connect more PTSsto the ETS, finalize the framework for a
European pension overview and offer sufficient and tailored information. It canbe
assumed that once the regions where company pension provision is important as
well as some large PTSshave joint the cooperation, it will convince the missing ones
to enter the community at least in the running phase.

Figure38:PhasesftheETS
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Each of these phases will naturally have their own unique implementation costs.
During the rollout phase it is extremely important to address a sufficient level of
interested parties. The members will have to pay membership fees or other forms of
contribution and by reaching a critical massand gaining the necessarypublic fund -
ing the ETS will achieve the necessary financial sustainability to secure the longterm
operation.

Following the connection conceptof the pilot ETS(seechapter 2),the connection of
PTSs is dependent on the eIDAS coverage and acceptance. In the course of the project work
we identified different areas in which the rollout of the ETS could be facilitated. In
terms of making the compilation of personal pension entitlements via the ETS
possible towards many countries, further investment and promotion of onboarding to
the eIDAS framework would behelpful. In addition to the participation assuch and
more authentication means with a high level of assurance,an extension of the
minimum dataset of eIDAS to guarantee a successfulidentification of usersin the
national datahubs would be recommended (pleaserefer to chapter 2 on authentica-
tion and identification).

Nevertheless, we seethe potential of the ETSto manage rollout and connections. Since
a concretedetermination of the connections cannot be published at this moment in
time, the consortium hasundertaken atentative geographical rollout planning . In
the course of the project and in particular in the last 6 months, representativesfrom

the Netherlands, France,Denmark and Germany have indicated their positive atti-
tude towards connecting to the ETS. Other PTSs do not meet the mentioned require ments
for eIDAS sofar but arenot opposing aconnection. Thus, we are optimistic towards

the connection of further countries in the next 5 year covering a significant number

of mobile workers in Europe.

In the initial phase of the ETS, users will have to register and enter the necessary
identifiers of the countries they worked in themselves. Storage of the different IDs in
the FYP personal accountis possible but of course an additional building block in
the eIDAS framework would be much more attractive for the users.

Optimize legal and financial frameworks
Another field of possible need for policy or legislative measuresis the issue of data
exchange between the ETS and PTSs. As mentioned in the section on aspects of data
protection, aswell asby EIOPA in their technical advice, in certain countries PTSs
have or need a specific legal basis to define the ability of giving access to personal pension
data. The project has not yet finalized the documentation of the requested legal consultancy
by an external GDPR and data security expert. It is already apparent that

The planning includes the following: 1. Necessary technical preconditions for connection will be provided

by the PTSin question during the rollout phase. 2. A data structure to design the ETS pension overview will
beagreedupon in the ETS/NTScommittee. 3. Possiblemeasuresto develop or securealegal basisfor data
exchangewith the ETSwill beexplored and considered. 4. The costsfor building and maintaining APIs on the
side of the national tracking facilities will not be covered by the ETS budget. (Support and coordination to apply
for public funding asmentioned in the EIOPA report could be offered by the ETSif requested.)
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some countries do need an additional legal basis to connect to the ETS. In the light of
the $ 3 2purgose, national legal basesshould be achievable but may take time. As
EIOPA mentioned in its recommendation concerning the connectivity (of PTSs) with
the ETS”, a European legal framework linked to the principle of free movement of
workers could be establishedin the context of information obligations of the differ -
ent pillars. Other initiatives could be possible as well and should be applicable to all pillars.

Finally, as already stated, the consortium members fully agree with $ ( . / firdidgs
on the public good definition of tracking services on pensions and a public or at least
a joined funding necessity. Therefore, to enter the next phase of the ETS, a continuegbublic
sponsorship of the EC in the future is necessary.

5.3. How could the next phase look like 0 tentative
activity planning

Referring to the considerations above, we assumeatime frame of 5yearsasa plan-
ning period for the next phase (rollout). Sinceit will take time to connectarelevant
number of PTSsto the ETS,this perspective seemsto be necessaryand appropriate.
Therollout phaseis considered to consist of three time periods. The years2023and
2024, followed by the next years planning period: 2025-2027.

Below, a rough avtivity planning is presented. Aligned to the strategic goals described
under 5.2.1, the following milestones to exercise the funtional and geographical roll -
out of the ETS are planned:

G I 1 ETS with its FYP portal supports mobile workers to
O a. manage their pensions and pension provision.

2023

More pension landscapes and information are included
Information is available in more languages

Dashboard includes more tools

2024 Users learn basics of pension planning and e.g. categories of
pension products etc.in line with the financial competence
framework for adults recently published by the EU/OECD
Possible users are addressed via multi -channel/ social media
campaigns

User experience and effect of information is constantly evaluated
and improved

20252027 Users can accessFYP from other websites and services

29 EIOPA TA, Connectivity with the European Tracking Service (ETS), chapter 3.3, recommendations no. 195, page
76/116
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ETS/FYP searches individual pension entitlements in

Goal 2

Europe and presents users their pension overview.

2023 A ETS infrastructure is technically prepared for further connections
A First edition of data model to build a pension overview including
personal information from different countries is concluded
2024 A FYP pension overview includes personal data with tailored
information
A (Contextualization)
A 2nd and more countries are connected
20252027 A More countries are connected

ETS offers best practice exchange and mutual learning in

Goal 3

2023

its European Forum on Pension Communication.

Current and new editors are trained how to fill the pension
landscapes

Pension communication: best practice and standards are
exchanged in several workgroups

ETS network is built, membership acquisition continues
ETS/PTScommittee meetsfrequently

2024

Stakeholder events are managed (seminars, General Assembly,
conferences)

European data standard and other questions of data transmission
are being discussed in PTS committee

Pension Events for cross border workers (online) are offered

20252027

ETSassociationincludes the first 15members

Goal 4

ETS supports the establishment of new national pension

2023

tracking services (PTSs).

The added value of setting up of NTSs is communicated and
promoted.

Events for exchange on ETS/PTSexperiences and best practices
are organized

A digital platform for information exchange is offered.

2024

Goal 5

Contacts with gov. authorities and/or other representatives of
countries with emerging/planned PTSs

Interested parties are interconnected in the expert network

ETS enables NTS/PTSs to optimize information offered
to their clients with periods abroad.

2023

A

Discussion with PTSson need and interest to receive data from ETS

2024

A

Feasibility study on data exchange in the ETS Crossroad application
(Privacy, legal basis, technical matters, app development)

20252027

A

FYP Crossroad: datato PTSs
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